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1. REQUEST FOR ADMINSTRATOR ACCESS
a. The use of administrator access rights is restricted to ITS (Informational Technology Services) personnel under most circumstances to the workstation are to be in accordance with the "Technology Acceptable Use" policy.
b. [bookmark: _GoBack]In rare circumstances, requests for consideration of administrator level access will be evaluated by ITS. A legitimate business rationale must accompany the request. (Please note that convenience is not a valid rationale).  Final approval will be considered by the Chief Information Officer and the Senior Vice President of Administrative Services.
c. Complete the online Request for Administrator Access form (link) acknowledging that you have read and agree to abide by the Technology Acceptable Use policy and Administrator Access policy (hyperlink). 
2. INSTALLATION OF NON-STANDARD SOFTWARE
a. Individuals should:
i. only install software related to College business;
ii. not install software that may damage files and expose NWACC's network to virus attacks and malicious coding;
iii. not install applications or change settings that interfere, disable or otherwise affect performance of security software such as antivirus, firewalls, etc.;
iv. refrain from installing software which may monopolize local processor power, resulting in noticeable system slowdown or degradation of performance;
v. not install applications that may establish network share protocols which result in an increase in bandwidth utilization as this may cause network congestion and degradation of network performance across wide areas of the campus;
vi. not download or install applications (software) that are illegal or not licensed on university owned equipment.
b. Individuals who download or install applications (software), other than those included in the standard configuration for all College computers, are responsible for retaining documentation and for reporting purchased licenses to ITS in order to maintain an accurate inventory of software assets and to ensure compliance with licensing agreements.
c. Individuals are responsible for re-installing non-standard software if necessary.
3. SOFTWARE AND NETWORK SUPPORT
a. Non-standard software will be removed as part of a normal repair process if necessary to restore system functionality.
b. In the event of computer or network performance issues associated with a computer enabled with administrator level access, ITS will only restore the computer to the standard configuration for all College computers.
c. Support from ITS for non-standard applications is provided on a limited basis.
4. AUDITING OF SYSTEMS
a. Computers in which Administrative level access has been granted are subject to periodic audits to ensure the security and integrity of the systems.
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