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SUMMARY
· Around 8 years of experience in routing, switching, firewall technologies, systems design, administration and    troubleshooting, network security
· Experience with Layer 2 protocols and associated enhancements LACP, L2 ECMP, 802.1d/w/s, 802.1X, 802.1Q Worked on VXLAN and GRE tunneling.
· Certified CISCO NEXUS 5k, CCNP, CCNA, JUNIPER professional having more than two decades of technology, network engineering, information security, and project management background in industries such as education, financial, healthcare, government and non-profit, etc.
· Has consistently demonstrated proficiency at quickly learning and contributing to business operations and systems in both internal and client facing consulting roles. Deep knowledge of IP Networking, datacenter network technologies, packet forwarding architectures and internet routing
· Good experience hands on skill and troubleshooting with the latest model and legacy Cisco ASA & Juniper SRX.
· Configure VMware Distributed resource Scheduling , High Availability and Fault Tolerance in order to ensure sufficient load balancing and redundancy. 
· Exposure to LAN/WAN setup, installation, configuration and troubleshooting
· Experience of routing protocols like EIGRP, OSPF, RIP, BGP and IP addressing
· Experienced in Troubleshooting for connectivity and hardware problems on Cisco Networks
· Experience in L2/L3 protocols like VLAN, STP, VTP, ISL, MPLS, 802.1q and Trunking protocols
· Good knowledge in WAN Technologies like ACL, NAT/ PAT, Ether Channel, Cloud web Security IPsec and VPNs.
· Enhanced level of knowledge with, PPP, ATM, T1 /T3 Frame-Relay, MPLS
· Hands on experience of data center environment and implementation of VPC, VDC and Fabric path on Nexus 9K, 7K, 6K, 5K& 2K Switches. 
· Good knowledge in Telecom Expense Management (TEM), billing and Data Management 
· Expertise in implementation and troubleshooting of protocols such HSRP, VRRP, GLBP, ACL and tunnel installations
· Worked on Ticket tool BMC Remedy 8 
· Extensive knowledge in different networking protocols DHCP, DNS, FTP 
· Experienced in configuring and maintaining loop free layer-2 topology consisting of multiple Vlans MultiChassis Ether Channel (MEC), Ether-Channels and spanning Tree Protocol
· Extensive experience with Cisco IOS, IOS-XR, NX-OS Windows client/server operating systems, Linux, Networking technologies, Firewalls
· Demonstrated success record in: Managing multiple tasks with proven ability to meet deadlines and proactively identifying the problem to solve complex technical issues
· In-depth knowledge of network communication technologies and techniques
· Finely tuned analytical/critical thinking and debugging skills with excellent verbal and written communication skills
· Highly enthusiastic, creative team player, project implementation, analytical, interpersonal and communication skills
TECHNICAL SKILLS:
· LAN Technologies	: VLAN, VTP, Inter-Vlan routing, STP, RSTP, PVST, 802.1x, voip
· WAN Technologies	: Frame Relay, ISDN, PPP, ATM, MPLS, Channel & Leased lines
· Network Securities	: NAT/PAT, VPN, Filtering, Load Balancing, IDS/IPS, IPSec, ACL
· Security Technologies	: Cisco FWSM/PIX/ASDM, Juniper SRX, Cisco ASA, Palo Alto.
· Firewall	:Cisco ASA, Check Point, Juniper SRX 
· Routing Protocols	: RIP, IGRP, EIGRP, OSPF, BGP, IS-IS, HSRP, IPv6
· Routed Protocols	: TCP/IP, IPX/SPX, ISL
· Tunneling	: GRE, mGRE, DMVPN, L2TP
· Infrastructure Services	: DHCP, DNS, SMTP, POP3, FTP, TFTP, L2VPN, L3VPN
· Network Managements	: SNMP, SSH, Telnet, ICMP, Ether channel	
· IP Telephony	: VOIP, T1/T3, ISDN, PRI, Unified Call Manager
· Packages	: Visual Studio 2008, OPNET, MATLAB, CAD, Flash, and Dream weaver
· Ticketing tool& Data Center Tool: BMC Remedy 


EDUCATION:
Bachelors in Engineering, Osmania University, Telangana, India 
PROFESSIONAL EXPERIENCE:

Capital One, Richmond VA		                     				                 	[May ‘16– present]
 Network  Engineer
 Responsibilities:
        
· Working on the compliance requirement for each infrastructure asset class as per Information Risk Standards
· Design, install, maintain and troubleshoot datacenter network infrastructure including F5 Big-IP load balancers, Cisco Nexus switches, Alcatel-Lucent switches and Cisco ISR 4000.
·  Network, security, and infrastructure upgrade project management Working on performing compliance assessment of all in-scope infrastructure network assets
· Software: MS Office; Salesforce, Anti-Virus, VMware, AWS
· Lead on cloud implementation for AWS hosted cloud management servers.
· Good experience hands on skills and troubleshooting with the latest model and legacy Cisco ASA & Juniper SRX
· Network equipment, servers, Avaya telecom, and a host of other hardware knowledge. 
· Installation, maintenance and upgrades of servers, switches, routers, KVM's, Lantronix, Cisco 2k, 5k, 7k, Brocade DCX SAN, IBM SVC's and 8870's, Cisco Unified telecom, HP DL380 G7/G8, IBM P-Series, EMC^2, Dell and others. 
· Data Engineer at two collocations and 2 HQ floors downtown Denver.
· Matured and stabilized services to provide threat protection solutions for Proofpoint  SaaS offering
· Assessing the need and feasibility of planned improvements and upgrades to an VMware vSphere environment including the implementation of Virtual SAN, Site Recovery Manager, NSX and/or vRealize Operations Suite
· Configuration of datacenter technologies like VPC, VDC on Nexus 7010 Core Switches.
· Leadership role in identifying, designing, implementing, and network engineering and security controls and procedures. Working on remediation and verification for technical and process gaps
· Experience in installation, configuration and maintenance of AP 1200 and 1500 series.
· Proven expertise in scheduling and delivering complex IT and security projects and start-to-end project management. Configuring STP for switching loop prevention and VLANs for data and voice along with Configuring port security for users connecting to the switches
· Working along with the team in ticketing issues; responsibilities included documentation and support other teams
·  Information audits and network monitoring to identify and prevent intrusion attacks and internal security violations. 
· Planning, testing and evaluating various equipment’s, systems, IOSs and procedures for use within the Network / security infrastructure
· Installation, configuration and maintenance of Cisco Catalyst Cisco 9300, 6500 (sup 720), 4500E (SUP 7-E), 3750G, 2800, 2900, 2950, NAM, PIX, CSS, IPS, LMS, VMS, WLC, Aps, ACD, WLSE, CSS, F5 Load balancers series Switches.
· Experienced with Juniper: EX-2200, EX-4200, EX-4500, MX-480, and M Series, SRX210, SRX240.
· Configured OSPF and BGP on Juniper M and MX series Routers.
· Provided testing for network connectivity before and after install/upgrade
· Switching related tasks included implementing VLANS and configuring ISL trunk on Fast-Ethernet and Gigabit Ethernet channel between switches. Supporting data and San traffic through fiber Channel over Ethernet (FCoE) protocol
· Worked on to improve quality of experience for all wireless users through application-level optimization and control with Cisco Application Visibility
· Supporting wireless network architecture based on Cisco AP, WPA2, WLSE, CA server
· Experience in Cisco switches and routers: Physical cabling, IP addressing, Wide Area Network configurations
· Configured VLANs with 802.1q tagging. Configured Trunk groups, ether channels, and Spanning tree for creating Access/distribution and core layer switching architecture
· Configuration included VLANs & VTP, STP port features, Gateway redundancy using HSRP, enterprise security using Cisco Port Security and Dot1X framework
· Create, validate and install security policies to meet changing network requirements. Maintain a current repository of saved configurations and document policy changes
· Configured HSRP and VLAN trucking 802.1Q, VLAN Routing on 3750 switches
· Configured Cisco Routers for EIGRP and BGP
· Supporting and maintaining multiple virtual desktop environments running both VMware View and Horizon View, performing task such as creating and modifying desktop pools and entitlements and diagnosing and resolving issues affecting both fixed and linked clone virtual desktops 
· Management of products, IT and security projects and services (operations and portfolio). 


Fidelity Investments, Merrimack, NH			        				        [January- ‘14 – April-’16]
Network Engineer

Member of the Network engineering team to provide network support, configuration, design and implementation to maintain the connectivity between the various field offices and data centers
Responsibilities:
· Experienced in installation, configuration and maintenance of Cisco ASR9K,1000,7200, 3900, 2800, 2600, 2500 and 1800 series Router /Arista/ Cisco Nexus 7010,5548, 5596UP, 2148 Catalyst Cisco 6500 (sup 720), 4500 (SUP 6), 3850, 3750, 2950 series Switches and network security
· Upgraded distribution switches from Cisco 6509 to Nexus 7010
· Configuration included VLANs & VTP, STP port features, Gateway redundancy using HSRP, enterprise security using Cisco Port Security and Dot1X framework
· Configuration and maintenance of OSPF protocol which was the enterprise IGP. Configuration included deploying of new branch locations or new network devices in the existing infrastructure. Creating Stub Areas & configuring Summarization for effective Routing
· Using PBR with Route Maps for route manipulation/filtering. Troubleshooting routing issues like suboptimal routing and asymmetric routing
· Worked on BGP configuration for providing redundant internet connectivity using BGP attributes, Route maps, prefix-lists etc.
· Configuration of ACLs in Cisco 5540 series ASA firewall for Internet Access requests for servers in LAN and DMZ and for special user requests as authorized by management
· Create, validate and install security policies to meet changing network requirements. Maintain a current repository of saved configurations and document policy changes
· Configured and maintain VPN tunnels as required by the business and maintain secure firewall 
· Create the NPL and implementing on the ticketing issue with lab environment. Worked extensively on network testing, ticketing and troubleshooting.
· Primary responsibility is to design and deploy various network security & High Availability products like Juniper other security products
· Worked extensively in Configuring, Monitoring and Troubleshooting Juniper security appliance, Failover DMZ zoning & configuring VLANs/routing/NATing with the firewalls per design
· Experience working with JUNOS OS on Juniper Routers and Switches and Juniper firewalls 
· Experience working Juniper SRX, J-Series Routers.
· Setup TFTP server to maintain CISCO router configurations and CISCO images. Worked on network software and hardware upgrades
· Involved in sites cutover for Data deployment. Also, involved in supporting & troubleshooting site after cutovers
· Worked on WAN connectivity between CISCO routers using T1, T3, Frame relay and troubleshooting connectivity issues
· Planning, coordination and implementation of Branch Office reallocations. That included planning network closets, coordinating with cable vendors for structured cabling and WAN connectivity and coordinating with Wireless Vendors for Wireless survey and deployment
· Documentation for latest projects and updating diagrams for network changes. Performing root cause analysis and technology testing with the corresponding documentation
· Responsible for service request tickets generated by the helpdesk such as troubleshooting, maintenance, upgrades, patches and fixes with all around technical support



Akamai Technologies, Westford, MA				       			   [October- ‘12 – January’14]
Network Engineer
Maintain responsibility for the network engineer, including Cisco routers and firewall configuration, deployment, maintenance and troubleshooting. Demonstrate knowledge of Cisco call manger configuration, deployment, and maintenance, active directory, group, and policy management.
Responsibilities:
· Configured Routing protocols EIGRP OSPF, BGP, static routing and policy based routing
· Team member of Configuration of Cisco router with VPN and Configuration of Catalyst switches
· Create and test Cisco router and switching operations using OSPF routing protocol, ASA Firewalls for stable VPNs
· Configuration and troubleshooting link state protocols like OSPF in single area and multiple areas
· Redesign of Internet connectivity infrastructure for meeting bandwidth requirements
· Configured HSRP and VLAN trucking 802.1Q, VLAN Routing on Catalyst 6500 switches
· Optimized performance of the WAN network consisting of Cisco 3550/4500/6500/ Nexus 7k,5k, 2232PP, 2248TP  switches by configuring VLANs
· Working with Juniper JUNOS on M and MX series routers.
· Configured VLANs with 802.1q tagging. Configured Trunk groups, ether channels, and Spanning tree for creating Access/distribution and core layer switching architecture
· Providing Technical Support and solutions for Network Problems
· Planned, tested and evaluated various equipment’s, systems, IOSs and procedures for use within the Network / security infrastructure
· Understanding of JUNOS platform and worked with IOS upgrade of Juniper devices.
· Hands-on experience in the network management of circuits using TDM and Frame Relay network, performing configuration and provisioning management, fault management and performance monitoring



BSNL, Hyderabad, India										  Jan 2010 – JULY 2012
Network Associate 

RESPONSIBILITIES:
· Analyze and monitor alarms using Path Track and Spectrum tool
· Node management using Scout real time, Market Health and remedy
· Monitor Power supplies through Citrix cheetah and Power sense tool on or offline
· Isolate Video, High Speed Internet and Telephony issues correlating information from network surveillance tool and reported diagnostic information to Head Ends (Hub)
· Wi-Fi provisioning using beacon track and super mill house application
· Watchtower tool generating tickets for Line Technician correlating with Remedy
· Remedy ticketing system tracking all data including diagnostic results and multiple product correlation and escalation repair performance information
· Line tech support for all day jobs such as maintenance and outages
· Track change management and scheduled network maintenance for planned outage activities. Analyzing duration and potential impact to customers
· Manage bridge and email communications throughout outage resolution line techs and leadership
· Escalate to Head end or NOC as necessary when pre-defined mean time to repair metrics is in jeopardy of not meeting PUC and FCC requirements


REFERENCES:
Available upon request
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