GET /FinCalcEJB/index.html HTTP/1.1   Original GET request for a secure resource
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel, application/msword, */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: jrobertson:9000

Connection: Keep-Alive

HTTP/1.1 302 Moved Temporarily

Date: Fri, 28 Dec 2001 20:29:32 GMT

Server: Jetty/3.1.3 (Windows 2000 5.0 x86)

Servlet-Engine: Jetty/3.1 (JSP 1.1; Servlet 2.2; java 1.3.1_01)

Set-Cookie: jsessionid=tc90ob5h;Path=/FinCalcEJB

Set-Cookie2: jsessionid=tc90ob5h;Version=1;Path=/FinCalcEJB;Discard    Cookie to set session ID
Location: http://jrobertson:9000/FinCalcEJB/login.html                 Redirected to login page – we can detect this!
Transfer-Encoding: chunked

0

GET /FinCalcEJB/login.html HTTP/1.1    This whole step is unnecessary when automated 

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel, application/msword, */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: jrobertson:9000

Connection: Keep-Alive

If-Modified-Since: Fri, 28 Dec 2001 18:16:38 GMT

Cookie: jsessionid=tc90ob5h

HTTP/1.1 304 Not Modified

Date: Fri, 28 Dec 2001 20:29:32 GMT

Server: Jetty/3.1.3 (Windows 2000 5.0 x86)

Servlet-Engine: Jetty/3.1 (JSP 1.1; Servlet 2.2; java 1.3.1_01)
POST /FinCalcEJB/j_security_check HTTP/1.1    The way to submit the username/password is to POST to j_security_check
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel, application/msword, */*

Referer: http://jrobertson:9000/FinCalcEJB/login.html

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: jrobertson:9000

Content-Length: 33

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: jsessionid=tc90ob5h    The Cookie with the session ID is given
j_username=jason&j_password=jason    The POST parameters are j_username and j_password
HTTP/1.1 302 Moved Temporarily

Date: Fri, 28 Dec 2001 20:29:41 GMT

Server: Jetty/3.1.3 (Windows 2000 5.0 x86)

Servlet-Engine: Jetty/3.1 (JSP 1.1; Servlet 2.2; java 1.3.1_01)

Location: http://jrobertson:9000/FinCalcEJB/index.html    On success, we’re redirected to the original request
Transfer-Encoding: chunked

0

GET /FinCalcEJB/index.html HTTP/1.1    We can now try the original request again
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-powerpoint, application/vnd.ms-excel, application/msword, */*

Referer: http://jrobertson:9000/FinCalcEJB/login.html

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: jrobertson:9000

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: jsessionid=tc90ob5h    As long as we also pass in the session ID!
HTTP/1.1 200 OK

Date: Fri, 28 Dec 2001 20:29:41 GMT

Server: Jetty/3.1.3 (Windows 2000 5.0 x86)

Servlet-Engine: Jetty/3.1 (JSP 1.1; Servlet 2.2; java 1.3.1_01)

Content-Type: text/html

Content-Length: 242

Last-Modified: Fri, 21 Dec 2001 18:57:08 GMT

Accept-Ranges: bytes

<html>

   <frameset framespacing="0" border="0" frameborder="0" rows="75,*">

      <frame name="header" scrolling="no" noresize target="main" src="App/HeaderServlet">

      <frame name="main" src="App/MainServlet">

   </frameset>

</html>

