CAS/LDAP Server Setup Instructions For ApacheDS, Tomcat, and CAS Server

1. Download Apache Directory Server from http://directory.apache.org/
Downloaded version 1.5.5: http://directory.apache.org/apacheds/1.5/downloads.html
2. Run the setup with all the defaults.

a. Run the default directory instance, if prompted.

b. Configure server.xml in %apacheds install directory%\instances\default\conf\ :

Modify the ldapServer subtree’s transport tag called tcpTransport with port 10389 with the new address of localhost, instead of 0.0.0.0

c. Restart the Apacheds service

d. Verify via “netstat –a –b” at the command prompt to show an entry with port 10389 at IP 127.0.0.1 should be ApacheDS or java.

3. Run the setup with all the defaults and test that the server is working using Apache Directory Studio from http://directory.apache.org/studio/downloads.html
Create a connection to the LDAP server using Apache Directory Studio and verify if ApacheDS is working.

4. Download Apache Tomcat Windows Service Installer.

Instructions were written using Tomcat 5.5.23.

http://tomcat.apache.org/download-55.cgi
a. Install Tomcat

b. Start the Tomcat service

5. Download the CAS server from: http://www.jasig.org/cas 

Instructions were written using CAS Server 3.3.4.

a. Extract the war file e.g. \cas-server-$VERSION\modules\cas-server-webapp-$VERSION.war and place in the webapps folder: $TOMCAT_HOME\webapps.

b. Verify that {$TOMCAT_HOME\webapps\cas-server-webapp-$VERSION} exists.

c. Examine the Tomcat standard output log file for errors, $TOMCAT_HOME\logs\Catalina.out.

6. Stop the Tomcat server service.

7. Edit $TOMCAT_HOME\webapps\cas-server-webapp-$VERSION\WEB-INF\deployerConfigContext.xml as follows:

a. Add the following bean as the last bean in the file:

<bean id="contextSource"  

  class="org.springframework.ldap.core.support.LdapContextSource">

  <property name="pooled" value="true"/>

  <property name="urls">

    <list>

      <value>ldap://localhost:10389</value>

    </list>

  </property>

  <property name="userDn" value="uid=admin,ou=system"/>

  <property name="password" value="secret"/>

  <property name="baseEnvironmentProperties">

    <map>

      <entry key="java.naming.security.authentication" value="simple" />

    </map>

  </property>

</bean>

b. Remove the demo authentication handler, org.jasig.cas.authentication.handler.support.SimpleTestUsernamePasswordAuthenticationHandler, from the authenticationHandlers property of the org.jasig.cas.authentication.AuthenticationManagerImpl bean.

c. Add the LDAP fast bind authentication handler bean as part of the list of authenticationHandlers list, added as the last bean in the list where the xml tag reads, ‘<property name=”authenticationHandlers”>’.

<bean class="org.jasig.cas.adaptors.ldap.FastBindLdapAuthenticationHandler" >

  <property name="filter" value="uid=%u,ou=system" />

  <property name="contextSource" ref="contextSource" />

</bean>
8. Extract and add the cas-server-support-ldap-$VERSION.jar from the CAS server download to $TOMCAT_HOME\webapps\cas-server-webapp-$VERSION\WEB-INF\lib.

9. Start tomcat and confirm there are no errors in the $TOMCAT_HOME\logs\catalina.out log.

10. Verify that the webapp is running via Tomcat’s webapp manager at: http://localhost:8080/manager/html/ and start the “Central Authentication System (CAS) 3.0” webapp if necessary.

11. Open a browser to the URL http://localhost:8080/cas-server-webapp-$VERSION/ and authenticate with the following credentials, admin/secret.

