Questions regarding REST API into CWE/CAPEC:

1. Per the CWE/CAPEC Board Charter, a Working Group (WG) differs from a Special Interest Group (SIG) in that it is has an end goal/conclusion in mind; specific objectives and outcomes define the length that the group operates. As the development of APIs can be a continuous journey, can you please provide the specific outcomes and objectives that will ultimately define the timeline for the REST API WG?

[IPSA] –
· REST source database to be mitre.org
· Single, common, and trusted source of data
· EDA vendors will use the input to create security objectives from the database of weaknesses (using SA-EDI)
· Support a REST server
· Assume secure, scalable, tested, and maintained database

· Requesting a GET only (updates, creates, or deletes if WG permits)
· Include version in the path (e.g. v1) for easy API upgrades to new versions
· Latest points to the latest API version
· Evaluate backward compatibility
· Include ALL, query by field, or specific field information
· Verify data available is clean and complete for SA-EDI compliance
· Discuss fields needed from full set API

Specific outcomes and objectives should be defined by the WG which will determine the timeline.  However, at a high level, below is what we envision:

· Q2’22:
· WG formed
· REST API baseline definition defined
· (STIX framework in place to support)
· Q3’22:
· GET command supported
· Complete list of CWE entries, complete download of 
· 1194 – Hardware Design
· 699 – Software Development
· Specific category/view, for example:
· 1228 – API/Function Errors
· 1196 – Security Flow Issues
· Q4’22:
· Complete GET command support
· Complete list of CWE HW entries with some JSON hierarchy
· List of matching specific fields (e.g., Description, Applicable Platforms, etc.)
· Record of parent CWE (e.g., CHILD_ID=1195 returns PARENT_ID(s))
· Meta data of all possible values for a specific field (e.g., Applicable Platforms  Technologies)
· Return entry version and timestamp (e.g., request current version)
· List of deltas between version releases (e.g., HW v4.6 vs. HW v4.5)
· List of deltas in a single entry (e.g., 1195 startdate=01/22/22; enddate=today)

2. The CWE/CAPEC program serves a variety of users. For which types of users is this API going to be developed?

[IPSA] – SW and HW architects, EDA tool developers, verification engineers concerned about mitigating security risks in their products.

3. Can you provide some additional information regarding the proposed REST API? e.g., is the intent for read access only? 

[IPSA] – Read-only to start. Evolve from that point.

4. Can you provide additional information as to the format you have in mind (e.g., JSON, GraphQL)?

[IPSA] – JSON for output; other formats can be driven by WG.

5. Have you thought at all about using this as an opportunity to clarify which entries in CWEs are weaknesses, views, categories, etc. with unique identifiers? (e.g., only weaknesses might have CWE IDs).  

[IPSA] – We would like to concentrate on the REST API, not on the database organization.

6. Will the API allow you to compare deltas between versions? 

[IPSA] – It should.
