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	SUPPLIER NAME
The Apache Software Foundation
	PRODUCT NAME AND VERSION
Apache Cassandra 2.2.5
	DATE




[bookmark: _Toc227076749][bookmark: _Toc227744989][bookmark: _Toc227745618][bookmark: _Toc228008461]INSTRUCTIONS TO SUPPLIER
This purpose of this questionnaire is to assist Northrop Grumman Information Security in performing a security assessment of the proposed Product to determine whether the Product:

· Adheres to current Northrop Grumman policies and procedures.
· Implements industry security best practices.
· Is fit-for-use by Northrop Grumman.

Provide as much detail as possible when answering the questions.  Northrop Grumman Information Security may request additional information based on your responses, but providing detailed answers initially will save time.  Additional security measures may be requested in addition to those implied in this questionnaire.  Information Security may change requirements over time, and Supplier is expected to comply with these requests. 

For the purposes of this document, the following terms are used:
	Data
	Any information provided to the Supplier by Northrop Grumman.

	Information Security
	Refers to representatives from Northrop Grumman’s Information Security organization involved in the evaluation of Supplier and Product.

	Northrop Grumman
	Refers to Northrop Grumman Corporation.

	Open Source
	Software or hardware components that are part of Product and not developed by Supplier or Supplier’s Supplier, e.g. sub-contractors.

	Plug-In
	A set of software components that adds specific abilities to a larger software application (Java, ActiveX, Flash, etc.).

	Product
	Any and all Supplier software or hardware on which Data is to be stored, processed, manipulated, or transmitted.

	Sensitive Information
	Northrop Grumman Proprietary data, Personally Identifiable Information, usernames, or passwords.

	Supplier
	The company that Northrop Grumman has entered into a contract with to provide Product. This includes any Supplier’s Supplier (e.g. sub-contractors) as well as Northrop Grumman, if the Product was developed internally.




SUPPLIER RESPONSE
This form and C-137A are companion documents.  Supplier must agree that the technical responses to the questions below are accurate.  In addition, Supplier should include any applicable security whitepapers, technical documents, administrative guides, or policies/procedures.
	
	INITIAL HERE TO INDICATE ACKNOWLEDGEMENT





[bookmark: _Toc227076750][bookmark: _Toc227744990][bookmark: _Toc227745619][bookmark: _Toc228008462]1. GENERAL INFORMATION SECURITY
	1.1 Is there is a current, signed non-disclosure agreement in place between Northrop Grumman and Supplier if Data is to be exchanged during procurement or support of Product?

[bookmark: Check1]|_| YES  |_| NO   |_|N/A

	If YES, attach a copy or provide the name of the Northrop Grumman contact who has a copy:
     

	If NO, provide status of completing non-disclosure agreement and names of relevant Northrop Grumman contacts:
     




	1.2 Does Product documentation include details on how to configure the Product in a secure manner?

|_| YES  |_| NO

	If YES, attach and provide details:
     

	If NO, provide recommendations or attach separate document outlining secure configuration for Product:
     




2. CODE ASSESSMENT

	2.1 Does the Product include Open Source code or components?

|_| YES  |_| NO

	If YES, for each Open Source component, provide the component name and version:

Apache Cassandra 2.2.5 is a massively scalable open source NoSQL database.




	2.2 Are any Product components not developed directly by the Supplier included with the Product?

|_| YES  |_| NO

	If YES, please provide the component name, version, and Supplier name of the Product components not developed directly by the Supplier:
     




	2.3 Is any part of Product code developed outside of the United States?

|_| YES  |_| NO

	If YES, provide the name(s) of the country/countries that were involved in product code development:
     




	2.4 Has Product source code undergone an external code security review (Veracode, Coverity, etc)?

|_| YES  |_| NO

	If YES, provide the code security review results and score:
     




	2.5 Are Open Source components that are included with the Product maintained at patch levels that address security vulnerabilities?

|_| YES  |_| NO  |_| N/A

	If YES, for each Open Source component, please provide the component name, version and patch level. Describe the process for identifying security vulnerabilities and timeframe to remediate based on severity of the vulnerability.
     

	If NO, provide the names and patch levels of known vulnerable components:
     




	2.6 Are Product components not developed directly by Supplier maintained at patch levels that address security vulnerabilities?

|_| YES  |_| NO  |_| N/A

	If YES, for each component, list the component name, version and patch level. Describe the process for identifying security vulnerabilities and timeframe to remediate based on severity of the vulnerability:
     

	If NO, provide the names and patch levels of known vulnerable components:
     




	2.7 Are developers required to attend specific training courses on secure coding practices?
 
|_| YES  |_| NO

	If YES, provide a list of the courses specific to secure coding practices that developers are required to attend:
     

	If NO, describe other methods used to train developers on secure coding practices: 
Instructions can be found in the in the Cameo Enterprise Data Warehouse found at this site:
     




	2.8 Are there specific quality assurance processes in use to protect against common software vulnerabilities in Product (cross-site scripting, buffer overflows, SQL injection, etc)?

|_| YES  |_| NO

	If YES, describe the quality assurance processes and list the tools used to detect common software vulnerabilities:
Process can be found here:
     

	If NO, describe how software vulnerabilities are detected and remediated:
     




	2.9 Will Supplier provide timeframes and notifications for release of software vulnerabilities (CVEs) discovered in Product (including other components within the Product not developed directly by the Supplier):

|_| YES  |_|NO

	If YES, provide details:
     

	If NO, provide the process for notifying customers of vulnerabilities in Product:
[bookmark: _GoBack]     




	2.10 Are Product releases scanned with anti-virus/anti-malware tools prior to being released?

|_| YES  |_| NO

	If YES, provide name(s) of anti-virus/anti-malware tool(s) used:
     

	If NO, describe how Product releases are protected from viruses and malware:
     




	2.11 Are digital fingerprints published with Product software to verify the integrity of the software?

|_| YES  |_| NO

	If YES, provide hashing algorithm used (e.g. SHA-1):
     

	If NO, describe how Northrop Grumman can assure the integrity of Product:
     




3. SECURITY ARCHITECTURE

	3.1 Provide a high-level Product architecture diagram describing all components required by Product (including application server, web server, database, agents, etc.):
     




	3.2 Describe all ports and protocols used in Product’s operation, denoting how data will travel throughout all Product components:
     




	3.3 Describe all prerequisites for Product, including supported operating systems, databases, and any other associated software components not included with Product:
     




	If remote management tools are used, are remote management sessions:
3.4 |_| Authenticated?
3.5 |_| Encrypted?
3.6 |_| Timed-out after 20 minutes or less of inactivity?


	If NO, please describe remote management sessions are secured:
     




	3.7 Is direct connectivity outside the Northrop Grumman network required for Product to function?
|_| YES  |_| NO

	If YES, please provide details of what external network connectivity is required and why:
     





4. AUTHENTICATION

	#
	REQUIREMENT
	YES/NO
	SUPPLIER COMMENTS

	4.1
	Are all accounts uniquely identified and authenticated?
	|_| YES  |_| NO
	     

	4.2
	Do all user accounts require a minimum of single-factor authentication?
	|_| YES  |_| NO
	     

	4.3
	Can guest-type accounts be disabled or deleted?
	|_| YES  |_| NO
	     

	4.4
	Can default accounts be disabled?
	|_| YES  |_| NO
	     

	4.5
	Can Product enforce a minimum password length of 8 characters?
	|_| YES  |_| NO
	     

	4.6
	Can Product enforce a minimum password expiration of ninety days?
	|_| YES  |_| NO
	     

	4.7
	Can Product require the user to enter a new password upon expiration?
	|_| YES  |_| NO
	     

	4.8
	Can Product prohibit password reuse for a minimum of 13 iterations?
	|_| YES  |_| NO
	     

	4.9
	Can Product enforce minimum password aging of one day?
	|_| YES  |_| NO
	     

	4.10
	Can Product enforce a password change upon the first logon?
	|_| YES  |_| NO
	     

	4.11
	Can Product enforce user accounts to lockout after a minimum of five login attempts?
	|_| YES  |_| NO
	     

	4.12
	Can Product enforce account lockout duration of a defined time period?
	|_| YES  |_| NO
	     

	4.13
	Can Product support Kerberos using Active Directory’s Ticket Granting Service (TGS) rather than exported keytab files?
	|_| YES  |_| NO
	     

	4.14
	Can Product support third-party authentication brokers?
	|_| YES  |_| NO
	     

	4.15
	Can Product support Identity Federation?
	|_| YES  |_| NO
	     

	4.16
	Can Product support X.509-based digital certificates (smart cards)?
	|_| YES  |_| NO
	     

	4.17
	Is LDAPv3 supported for directory authentication?
	|_| YES  |_| NO
	     

	4.18
	Does Product allow users to self-administer their passwords if an external directory service (LDAP, Active Directory) is not used?
	|_| YES  |_| NO
	     

	4.19
	Does Product prevent passwords from being stored in clear-text within files or databases?
	|_| YES  |_| NO
	     

	4.20
	Upon an unsuccessful logon, does Product display error messages that do NOT indicate which part of the logon information is correct or incorrect?
	|_| YES  |_| NO
	     

	4.21
	If certificates are utilized for client authentication, does Product encrypt the key store for certificates?
	|_| YES  |_| NO

|_| N/A
	     

	4.22
	Does Product prevent the use of clear-text protocols that would allow unencrypted authentication?
	|_| YES  |_| NO
	     

	4.23
	Does Product prevent the use of clear-text protocols that would allow for unencrypted transmission of Sensitive Information?
	|_| YES  |_| NO
	     










5. AUTHORIZATION AND ACCESS CONTROL

	5.1 Does Product provide role-based authorization enforcement capabilities?

|_| YES  |_| NO  |_| N/A


	If YES, list each role supported within the Product and describe the role’s function:
     


	#
	DOES EACH AUDIT LOG EVENT INCLUDE:
	YES/NO
	SUPPLIER COMMENTS

	6.1
	User ID?
	|_| YES  |_| NO
	     

	6.2
	Source IP address?
	|_| YES  |_| NO
	     

	6.3
	Secure timestamp?
	|_| YES  |_| NO
	     

	#
	IS AN EVENT RECORDED IN THE AUDIT LOG WHEN:
	YES/NO
	SUPPLIER COMMENTS

	6.4
	A user logs onto Product successfully?
	|_| YES  |_| NO
	     

	6.5
	A user fails to log onto Product successfully?
	|_| YES  |_| NO
	     

	6.6
	An account is disabled?
	|_| YES  |_| NO
	     

	6.7
	An account is locked out due to repeated unsuccessful logon attempts?
	|_| YES  |_| NO
	     

	6.8
	An account is enabled?
	|_| YES  |_| NO
	     

	6.9
	A user manipulates a data object?
	|_| YES  |_| NO
	     

	6.10
	Group memberships are made?
	|_| YES  |_| NO
	     

	6.11
	Privilege changes are made?
	|_| YES  |_| NO
	     

	6.12
	Access control changes are made?
	|_| YES  |_| NO
	     

	6.13
	A failed object access occurs?
	|_| YES  |_| NO
	     

	6.14
	A security parameter change attempt occurs?
	|_| YES  |_| NO
	     




	5.2 Does Product allow for the data owner to manage access controls?

|_| YES  |_| NO  |_| N/A





	5.3 Can Product operate without requiring a “super user” role with full administrative privileges, except for initial installation and/or setup?

|_| YES  |_| NO





6. AUDIT LOGS



6. AUDIT LOGS (continued)

	6.15 Does Product ensure that audit logs are protected from tampering?

|_| YES  |_| NO


	If YES, describe how audit logs are protected:
     

	If NO, describe how Northrop Grumman can identify whether audit logs have been modified:
     


	6.15 Does Product ensure that audit logs are protected from tampering?

|_| YES  |_| NO


	If YES, describe how audit logs are protected:
     

	If NO, describe how Northrop Grumman can identify whether audit logs have been modified:
     




	6.16 Are the Product’s audit logs synchronized to the Coordinated Universal Time (UTC) standard?

|_| YES  |_| NO


	If NO, describe how audit logs are synchronized:
     




	6.17 Does Product have the capability to send audit logs to an external logging server via the syslog standard?

|_| YES  |_| NO


	If NO, describe how audit logs are stored:
     




7. APPLICATION SECURITY

	7.1 If Product uses Simple Network Management Protocol (SNMP), is version 3 or later supported?

|_| YES  |_| NO  |_| N/A


	If NO, list SNMP version(s) supported and describe any plans to support version 3 or later:
     




	7.2 If SNMP is used, can community strings be changed from their default values?

|_| YES  |_| NO  |_| N/A





	7.3 If SNMP is used, can community strings support password complexity requirements?

|_| YES  |_| NO  |_| N/A


	If YES, provide details:
     




	7.4 Does Product exclude Sensitive Information from within error messages?

|_| YES  |_| NO  |_| N/A


	If NO, describe what Sensitive Information is included within an error message:
     




8. WEB APPLICATION SECURITY

	8.1 Do all web pages that contain Sensitive Information require authentication?

|_| YES  |_| NO


	If NO, describe how access to Sensitive Information is protected:
     




	8.2 Are all web pages that contain Sensitive Information encrypted (HTTPS)?

|_| YES  |_| NO


	If NO, describe how Sensitive Information is protected:
     




	8.3 Do all web pages require user authentication?

|_| YES  |_| NO

	If NO, provide a list of URL’s and a description of each below:
     




	8.4 Does the authentication process ensure user credentials are encrypted?

|_| YES  |_| NO

	If YES, provide what encryption algorithms and key lengths are used:
     

	If NO, describe how user credentials are encrypted:
     




	8.5 Are only non-persistent cookies used for user authentication?

|_| YES  |_| NO


	If NO, provide which websites the persistent cookie is used to authenticate the user, and provide the time-to-live (TTL):
     




	8.6 Are all cookies that contain Sensitive Information encrypted?

|_| YES  |_| NO


	If NO, describe how Sensitive Information is protected within a cookie, and what information is stored in the cookie:
     




	8.7 Is a minimum of TLS required to encrypt web-based access?

|_| YES  |_| NO


	If YES, provide the level of TLS supported (e.g. 1.2):
     

	If NO, describe how web-based access is protected:
     




	8.8 Can user session timeouts to Product be configured to a defined time period?

|_| YES  |_| NO


	If YES, provide details:
     

	If NO, describe the timeout setting:
     




	8.9 Does Product delete Sensitive Information created by Product upon the end of a session?

|_| YES  |_| NO  |_| N/A


	If NO, describe how Sensitive Information created by Product is removed:
     




	8.10 If plug-ins are utilized in Product, are they confirmed by a digital signature from a trusted authority?

|_| YES  |_| NO  |_| N/A


	If YES, provide details:
     

	If NO, provide timeframe for when a trusted certificate will be in-place:
     




9. CRYPTOGRAPHY

	9.1 Provide a detailed description of the usage of cryptography used in Product:

     





	9.2 If Product stores Sensitive Information, does it provide encryption at-rest?

|_| YES  |_| NO  |_| N/A


	If YES, provide details (encryption algorithms, key length, etc.):
     

	If NO, provide timeframe when Product will support encryption-at-rest:
     




	9.3 If Product transmits Sensitive Information over the network, does it provide encryption in-transit?

|_| YES  |_| NO  |_| N/A

	If YES, provide details (encryption algorithms, key length, etc.):
     

	If NO, provide timeframe when Product will support encryption in-transit:
     




	9.4 If Product uses a database, does it have the ability to encrypt Sensitive Information within the database?

|_| YES  |_| NO  |_| N/A


	If YES, provide details:
     

	If NO, provide timeframe when Product will support database encryption:
     



