How to return errors from APIs

How to return errors from APIs

For the most part, we should follow the patterns of Qt's APIs. (Unfortunately Qt hasn't documented their error strategies explicitly. So we attempt
to here.)

see also: How to Log Errors
What is an Error

', An Error occurs when a called function could not complete its primary purpose.

L]

see also: Error Handling Thoughts
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3. Allow the error to be ignored
4. Document the function and the error cases clearly. Do not leave error cases undefined.
. Examples
® Returning Asynchronous Errors
1. If possible, encode the error as one of the signal values
2. For extra error info, or if all possible values are valid, use an extra param for the error case
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Returning Synchronous Errors

Call a function. It fails. How to indicate the error to the calling code.
Note that these points are accumulative...

0. Whenever possible, primary values (the purpose of the function) should be returned directly (not as
out params)


http://wikis.rim.net/display/~tvaneerd/How+to+Log+Errors
http://wikis.rim.net/display/~tvaneerd/Error+Handling+Thoughts

........................................................................................

voi d dateOBirth(QDateTi me * date);
void favouriteNunber (int * nunber);
voi d square_root (double val, double *
root);

void fireMssile(Direction direction);

enum BatteryState

{
Char gi ng,
Ful | yChar ged,

b

void batteryState(BatteryState *
state);

Notes:

QDat eTi me dateOfBirth();

int favouriteNunber();

doubl e square_root (doubl e val);
void fireMssile(Direction
direction);

enum BatteryState

{
Char gi ng,
Ful | yChar ged,

H

BatteryState batteryState();

QDat eTi me dateOBirth();
int favouriteNunber();
doubl e square_r oot (doubl e

QDateTime dateOfBirth(); // check
QDat eTi ne: :isValid()
int favouriteNunber(); // returns -17 on error,

val); as everyone hates -17

voi d ! doubl e square_root(double val); // returns -1 on
fireM ssile(Direction - error

direction); : i Error fireMssile(Direction direction);

enum BatteryState

{ 1
Char gi ng, : :
Ful | yChar ged,

b

BatteryState Y

batteryState();

..................

enum BatteryState

AccessDeni ed,

Ful | yChar ged,

BatteryState batteryState();

® if the primary purpose is an action, and not retrieval of a value, then the error/result is the return type

2. For extra error info, or if all possible return values are valid, use an out-param for the error case



QDateTime dateOfBirth(); // check
QDat eTi me: ;i sValid()

int favouriteNunber(); //
returns -17 on error, as everyone
hates -17

doubl e square_root (doubl e val);

/1 returns -1 on error

Error fireMssile(Direction
direction);

enum BatteryState

{
Unknown,
AccessDeni ed,
Char gi ng,
Ful | yChar ged,
}s

BatteryState batteryState();

QDat eTime dateOrBirth(Error * error); //
check *error for the reason for the
error

int favouriteNunber(bool * ok); // all
nunbers valid, *ok set to false on error
doubl e square_root(double val); //
returns -1 when val is negative

Error fireMssile(Direction direction);

enum BatteryState

{
Unknown,
AccessDeni ed,
Char gi ng,
Ful | yChar ged,
H

BatteryState batteryState();

¢ the function still needs to be able to return a value even in the error case. Typically a default or invalid value. ie 0 or -1 or an invalid
Qat eTi ne etc. Most Qt classes have an invalid state (typically the default constructed state) and an i sVal i d() function to check the
state.

3. Allow the error to be ignored

Somewhat unfortunately, we allow the caller to ignore an error by passing NULL for the error out-param. Assume they will either check the validity
of the return value (ie QDat eTi me: : i sVal i d(), or they are OK with using the error/default value (ie using 0 as the favouriteNumber whether it
was an error or not).



QDat eTi me dateOfBirth(Error *
error); // check *error for the
reason for the error

int favouriteNunber(bool * ok); [/
all nunbers valid, *ok set to fal se
on error

doubl e square_root (double val); //
returns -1 when val is negative
Error fireMssile(Direction
direction);

enum BatteryState

{
Unknown,
AccessDeni ed,
Char gi ng,
Ful | yChar ged,
b

BatteryState batteryState();

QDat eTime dateOfBirth(Error * error =
0); // check *error for the reason for
the error

int favouriteNunber(bool * ok = 0);

// all nunbers valid, *ok set to fal se
on error

doubl e square_root (double val); //
returns -1 when val is negative

Error fireMssile(Direction
direction);

enum BatteryState

{
Unknown,
AccessDeni ed,
Char gi ng,
Ful | yChar ged,
I

BatteryState batteryState();

4. Document the function and the error cases clearly. Do not leave error cases undefined.

There are actually good reasons to have preconditions, and thus undefined behaviour when those preconditions are not met (see discussion at
Error Handling Thoughts and How to Log Errors). But for platform APIs it is typically better to avoid undefined behaviour, and instead return to the
calling code, even when you suspect the calling code has a bug.

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Undefined

[*1

* @rief calcul ates

approxi mate square root

* @aram val value of which
to take the square root. MJIST
NOT BE NEGATI VE.

* @eturns the positive
square root of the input

val ue.

*/

doubl e square_r oot (doubl e
val ) ;

.....................................................................

. Examples

Documented

[ *!

* @rief calcul ates approxi mate square
r oot

* @aramval value of which to take the
square root. Should not be negative.

* @eturns the positive square root of the
i nput value. (Returns -1 if the input value
i s negative.)

*/
doubl e square_r oot (doubl e val);
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[*1

* @rief returns user's date of birth

* @aramerror if not null, is set to error condition if date of birth could not be
retrieved

* @eturn user's date of birth, or an invalid date (isValid() == false) if it could
not be retrieved

*/

QDat eTi me dateOfBirth(Error * error = 0);

/*1
* @rief returns user's favourite nunber
* @aramok if not null, is set to true if nunber is retrieved and set to false if

nunber could not be retrieved

* @eturn user's favourite nunber, or 0 if favourite nunber could not be known. As
0 is avalid favourite nunber, use @ ok paramto determ ne success

*/

int favouriteNunber(bool * ok = 0);

[ *]
* @rief cal cul ates approxi nate square root
* @aram val value of which to take the square root. Should not be negative
* @eturns the positive square root of the input value. (Returns -1 if the input
val ue i s negative.)
*/
doubl e square_root (doubl e val);

[ *]
* @rief fire Mssile in the general direction
* @aramdirection (and magnitude) of firing. Should be a valid Direction vector.
* @eturns Error::None is successfully fired, else an error code representing the
error.
*/
Error fireMssile(Direction direction);

enum BatteryState

{
Unknown,
AccessDeni ed,
Char gi ng,
Ful | yChar ged,
}s
[*]

* @rief retrieves the current state of the battery

* @eturns the current state of the battery or an error if the state could not be
det er mi ned

*/

BatteryState batteryState();

Returning Asynchronous Errors

Much of the functionality of BB10 happens asynchronously, and this is reflected in our APIs. Instead of a single function like



we need separate send and receive mechanisms to send the request for the function to start, then later receive the result of the function. We use
normal (synchronous) functions for the send/request, and Qt's signals-slots mechanism to receive the asynchronous results:

Request 1 d request FavouriteNunber(Error * error = 0); // send

/lsignal:
void favouriteNunber(Requestld id, int favouriteNunber); // receive

whenever the context isn't obvious, some 'key' (like a Requestld) is needed to associate the signal with the corresponding request
making the request (first function) could fail. Handle this with the same rules (above) as a normal function call. ie, in this case
Request | d of O could mean failure, with er r or holding additional info.

assuming the request is issued successfully, there could still be a failure later, during async processing. The following points elucidate
how that should be done...

Note that the following rules for async error reporting should mirror the rules for synchronous error reporting...

1. If possible, encode the error as one of the signal values

Error as just-another-value

Error requestBatteryState();

enum BatteryState

{

Unknown,
AccessDeni ed,
Char gi ng,

Ful | yChar ged,

b

Q _SI GNALS:
void batteryState(BatteryState state);

Error as extra param

Request Error requestDateOrBirth();

Q_SI GNALS:
voi d dateO Bi rt h(QDat eTi me date, AsyncError error);

Note that there are 2 different types of errors - the (synchronous) errors for when making the request fails (Request Er r or ), and the async error



of processing the request ((AsyncEr r or ). You should pick better names than this, but it is important that these are different error enums -
typically the set of possible errors for each case are separate. (If only one enum was used for both the request and the signal (say

Dat eCf Bi rt hEr r or) then the code making the request, and the code responding to the signal, would each likely have case statements for
handling errors that could never happen at that point.)

2.5 This answers the "one sighal or two" question

Note that the above answers the "one signal or two" question (ie should the async error be a separate signal, such as
dat e Bi rt hFai | ed( AsyncError error)). See also Error Handling Thoughts and
http://overflow.rim.net/questions/30596/one-signal-or-two-for-a-status-signal.

To be explicit: the answer is one signal.
This isn't perfect, and there are reasons on both sides, however, with one signal we have:

sync error rules and async error rules are somewhat parallel

no one will forget to connect to the second (error) signal

it is consistent with signals where the error is part of the primary value (ie BatteryState::AccessDenied, BatteryState::Charging,...)
there is no confusion about whether a ‘finished()' signal is still sent after an ‘error()' signal

there is no confusion about having 3 signals (success(), error(), then finished())

And | won't list here the arguments for the other side. @

3. Allow the error to be ignored

Given the above dat eXX Bi rt h signal, a developer can choose to ignore the async error via Qt's ability to drop params across connections:

Extra param ignored

connect (userinfo, Q SIGNAL(dateOBirth(QDateTime, AsyncError)), this,
Q SLOT(onDateO Birt h(Qbat eTi nme)));

Note that the signal sends two params - ( QDat eTi ne, AsyncError), but the slot only receives the first one ( Qdat eTi ne) .
Again, we don't recommend ignoring error info, but some code behaves the same no matter what the error reason is - it only cares that there was
some error. Hopefully onDat eOX Bi rt h() at least checks dat e. i sVal i d() to see that there was some error.

4. Document it!

Be clear that the request function can fail immediately, and that the async signal that comes back could also indicate failure.
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Request Signal Received

/*1 VA

* @rief requests the user's date § i * @rief Receives the result of

of birth request DateOBirth().

* @eturns RequestResult:: Success f i * @arambirthDate user's date of
if the request was successfully sent | ! birth,

to the service oo or an invalid

* and thus a @ i i date if the date of birth could not
dateOf Birh() signal should be be retrieved

expect ed, * @aram error

* ot herwi se an error code DateOf Bi rt hError:: None on success,

i ndi cati ng why the request could not
be sent

* ot herwi se an
i ndication of why the date of birth

* and thus no signal wll coul d not be retrieved.
be emtted. : Pox
*/ i i void dateOrBirth(QbateTi me const &
User | nf o: : Request Resul t § { birthDate, Userlnfo::DateCf BirthError
request DateOf Birth(); | error);
. Final Examples
Request Signal Received
[*] [ *!

* @rief requests the user's date of
birth

* @eturns RequestResult::Success if
the request was successfully sent to
the service

* and thus a @
dateOr Birh() signal should be
expect ed,

* ot herwi se an error code

i ndi cati ng why the request coul d not
be sent

* and thus no signal wll
be enmitted.

*/

User | nfo: : Request Resul t

request DateOBirth();

* @rief Receives the result of
request DateO'Birth().

* @aram birthDate user's date of
birth,

* or an invalid
date if the date of birth could not
be retrieved

* @aram error

Dat eOf Bi rt hError:: None on success,

* ot herwi se an

i ndication of why the date of birth
could not be retrieved.

*/

voi d dateO Bi rt h(QDat eTi me const &
birt hDate, Userlnfo::DateOBirthError
error);



[*]

* @rief Starts the cal culation of a
square root.

* @aram val value of which to take
the square root. Should not be

negati ve.

* @eturns RequestResult:: Success if
the request was successfully sent to
the service

* and thus a @
squar eRoot () signal should be
expect ed,

* ot herwi se an error code

i ndi cating why the request coul d not
be sent

* (eg

Request Resul t: :lnvalidParamif val is
negative)

* and thus no signal wll
be emtted.
*/
Mat hSer vi ce: : Request Resul t
request Squar eRoot (doubl e val ) ;

* @rief Receives the result of

r equest Squar eRoot () .

* @araminputVal the value from
the original request
* @aram root

root, or -1 on error
* @aram error Resul t Error:: None
on success, otherw se an indication
of the error
*/
voi d squar eRoot (doubl e i nput Val ,
doubl e root, MathService:: ResultError
error);

the resultant



[ *1

* @rief fire Mssile id in the
general direction.

* @aramid the nmissile to fire

* @aramdirection the direction
(and magnitude) to fire the mssile
* @aram code authorization to fire
the mssile

* @eturns RequestResult::Success if
the request was successfully sent to
the service

* and thus a @

m ssileFireAttenpted() signal should
be expect ed,

* ot herwi se an error code
i ndi cati ng why the request coul d not
be sent

* (eg

Request Resul t: : AccessDeni ed)

* and thus no signal wll
be em tted.
*/

def ense: : Request Resul t
fireMssile(Mssileld id, Direction
di rection, AccessCode code);

* @rief Emtted when a missile is
fired, or fails to fire. see @
fireMssile().

* @letails Note that this only
reports on whether the mssile was

| aunched or not.

* I f launched successfully,
al so expect signals like @

m ssi | eUpdat ed()

* emtted periodically
during the nmissile's journey.

* @aramid the mssile in question.
* @aramresult result of the
attenpt, including

FireResult:: Success if successfully
fired,

* or an error code if the
m ssile could not be fired.
*/

void missileFireAttempted(M ssileld
id, Defense::FireResult result);



[ *1

* @rief Sends a request for the
state of the battery.

* Battery state will be
returned via the batteryState()

si gnal .

* @eturns RequestResult:: Success if
the request was successfully sent to
the service

* and thus a @
batteryState() signal should be
expect ed,

* ot herwi se an error code

i ndi cating why the request coul d not
be sent

* (see @

Batteryl nfo:: Request Result for

possi bl e error codes)

* and thus no signal wll
be emtted.
*/

Batt eryl nfo:: Request Resul t

request BatteryState();

* @rief Receives the result of
requestBatteryState().

* @aramstate the current state of
the battery, or an error if the state
could not be retrieved.

*/

voi d batteryState(Batterylnfo::State
state);



[*]

* @brief Sets the data itemfor a
given key froma cl oud node.

* @letail C oud nodes can hold
arbitrary data itens, with each item
associated with a string key.

* This function sets the
data for the given key.
* Exi sting data on that key,

if any, is renoved and replaced with
the new dat a.

* This is an async task.
Conpl etion is conmunicated via the
@lat aChanged() signal .

* Note: a signal *is*
emitted even if old data == new data
(ie even if there was no "change")

* @aram node The node on which the
data will reside.

* @aram key The key that the data
is associated with.

* @aram data The data to be
associ ated with the key.

* @eturns RequestResult::Success if
the request was successfully sent to
the service

* and thus a @
dat aChanged() signal should be
expect ed,

* ot herwi se an error code

i ndi cati ng why the request could not
be sent

* (eg

Request Resul t: : AccessDeni ed)

* and thus no signal wll
be enmtted.
*/

cl oud: : Request Resul t
set Dat a(cl oud: : Node node, QString
key, Qvariant data);

* @rief emtted when the data
associated with key on the node has
changed.

* @aram node the node on which the
change occurred.

* @aram key the key the data is
associ ated with.

* @aram ol dData a unique id for the
old data. The actual data may be
retrieved

* (if still available,
dependi ng on the node's data
retention, undo, and versioning
settings) via requestData().

* @aram newData a unique id for the
new data. The data may be retrieved
(at least until overwitten) via
request Dat a().

*/

voi d dat aChanged( cl oud: : Node node,
QString key, cloud::Datald ol dDat a,
cl oud: : Datal d newDat a) ;



[*]

* @rief Perforns the given action
on the cloud node.

* @aram node The node on which the

action will be performned.
* @aram action The action to
perform

* @aram data data that may be
required for certain actions.

[ *]

* @rief emtted an action on a node
has been conpl et ed.

* @aram node the node on which the
action occurred.

* @aramrequestld the id of the
request, returned from
performAction().

* @aramresult The result of the
action, if any.

* @aramerror if not null, set to * @aramerror ActionError::None if
Request Error:: None on success no error occurred, otherw se a code
* and an error code if i ndicating the reason for the error.
the request could not be sent. */

* @eturns a unique id representing
the request, otherw se

voi d actionResul t(cloud:: Node node,
cl oud: : Request | d requestld, Qvariant

Requestld::lnvalid on error. result, cloud::ActionError error);
* This id will be sent as

part of the actionResult() signal.

* If the returned id ==

Invalid, no signal is emtted.

*/

cl oud: : Request 1 d

performActi on(cl oud: : Node node,
cloud: : Action action, Qvariant data,
cl oud: : RequestError * error = 0);

See other guidelines for proper signal, function, and param naming. | also left out a few "const &"s for brevity.

Naming: Error vs Result

® Qttends to use enums like FooEr r or and functions like error ().
® "Success" should never be used with "Error" ie Er r or : : Success is just wrong.
® Use "None"ie Error:: None.

® The alternative is FooResul t .
® since the result isn't always an error, this may make more sense.
® Use "Success". ie FooResul t: : Success.

® Inthe end, either FooResul t or FooEr r or is acceptable.

Reporting Internal Error(s)

You may detect a number of “internal” errors. Like the pps object that the API relies on is missing. Or contains bad data. Or the state of your
internal object just doesn't make sense. Likely this means the API cannot accomplish its primary purpose. Thus you need to return an error to the
calling code.

What should the error code(s) be?
There is not much the caller can do to change the situation to "fix" internal errors. Most likely, even if you have 10 different internal checks and 10
different reasons for internal errors (pps not found, pps empty, fooPrivate.somePtr == NULL, etc) they will all be handled the same way by the

caller - just back out of the current task and tell the user "sorry, couldn't do X".

So there is no sense having multiple different codes for all of your different internal errors. A single FooResul t: : I nt er nal Error or
Bat t er ySt at e: : Unknown is sufficient.



enum BatteryState

{

Unknown,
b
enum Request Resul t
{

i .niernal Error,
b

You should, of course, log more information than that (see How to Log Errors), which might help the App developer or the API developer, but you
don't need to return any additional information to the calling code.
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