Karthik Perumandla
Summary:

· Around 8 years of experience in Information Technology, which includes demonstrated work experience in the design, development, testing and implementation of enterprise wide security applications using CA SiteMinder. 

· Experience in installing, configuring SiteMinder Policy server, Web agents, CA Directory server and Oracle Directory server (LDAP), Active Directory and various Web and Application servers on multiple platforms like Linux, Windows, and Solaris.

· Experience in installing and implementing Web Applications on Apache, IBM http web server, IIS, iPlanet web server. 

· Experience in creating Rules, Realms, Responses and Policies in both application and domain modes in SiteMinder.

· Involved in the upgrade of SiteMinder version R6.0 to R12.0/R12.5.2. 
· Experienced in Federated Single Sing On SAML 2.0 using CA SiteMinder R12.0 Federation Security Services.
· Experienced in Failover, Load Balancing and other Administration tasks. 
· Hands on experience on monitoring tools like CA WILY and ONE VIEW Monitor. 

· Experience on testing the siteminder policies using SM Test tool and handling tickets using BMC Remedy, CCM, and Service Point.

· Supported siteminder, LDAP Servers and Web Servers in 24x7 production environments.
· Excellent communication skills and good Interpersonal skills helped me to keep productive and positive working relationships with staff from varying technical backgrounds and skill levels.

Technical Skills:

Operating Systems:
        Windows2008/2003/2000/Windows98, SunSolaris 8/9/10, Linux 5/6.     

SSO: 
CA SiteMinder R12.52/R12.0, Policy Server R12.52/R12.0/R6.0, Web Agents R12.52/R12.0/R6.0, CA Siteminder Fedaraion Sequrity Servieses 12.0, SAML 1.x,2.0. Ping Fedarate 7.10.

Web Servers: 

 Apache 2.2.x/2.4.x, IIS 6.0/7.0/7.5.0, IBM-   HTTP server 8.0, SunOne   Web Server 6.1.

LDAP Servers: 
               Active Directory, CA directory Server, Oracle LDAP, Sun One Directory Server.
Professional Experience:
Nielsen Company, MD                                                                                       January’14 to Till Date

Siteminder Admin:

Assigned as Consultant to Install, Configure, implement, maintain and support enterprise infrastructure security solutions and middleware solutions. This encompasses the SiteMinder (Policy Server and the Web agents), Middleware Applications to provide secured access for several web-based applications. Architecture is based on Netegrity SiteMinder, SunOne LDAP, and Web Servers. Provided 24/7-production support.

Role / Responsibilities:

· Involved in upgrade of Siteminder Policy Server from R6.0 sp5 to R12.5.2.

· Involved in upgrade of Identity Minder version from R8.1 to 12.6 SP3.
· Troubleshooting various access issues using Identity Minder environment.
· Upgraded web agent version from 2.0.49/ 2.2.15 to 2.4.

· Installation of Siteminder web agent, creation of host configuration objects, agents, agent groups, and agent configuration objects, and implementation of trusted host registrations. 
· Created, Configured, Migrated Policies Realms, Rules, Responses etc to protect the domains on all the environments.

· Analyze and document solutions for the following: Password Management, Role-Based access control, Strong Authentication.

· Troubleshooting Web Agent and Siteminder Policy Server issues.
· Troubleshooting Web Server and Jboss related issues.

· Involved in preparing test plan and back out plan.

· Given the responsibility of documentation to approach migration and replication, involved in strategic planning.

· Performance tuning for Web server and Siteminder along with LDAP for better response time, low latency and high throughput

· Involved in migrating existing Siteminder policies to new domain.

· Involved in Load test to monitor load balancing.

· Involved in the major Data Center Migration (400+ servers), which involves maintenance of policy servers, web servers, and application servers.  

Environment: Sun Solaris10, RedHat Linux 5, SiteMinder R6.0/R12.5, Sun One directory server 6, Apache web server 2.0/2.2/2.4, Windows 2003,2008, IIS6/7.0/7.5.
Wells Fargo, AZ
                                                                                    August’12 to January’14
Siteminder Consultant:
Assigned as Siteminder and LDAP engineer to provide authentication and authorization for users and also provide SSO to those applications required. Provided 24/7-production support.

Role / Responsibilities:

· Involved in upgrade of Siteminder Policy Server from 6.0 sp5 to R12.0 sp3.

· Installation of Siteminder web agent, creation of host configuration objects, agents, agent groups, and agent configuration objects, and implementation of trusted host registrations. 
· Created, Configured, Migrated Policies Realms, Rules, Responses etc. to protect the domains on all the environments.

· Implementation of SAML based services on partner site locations.
Implementation of SSO/SAML across different domains and Line of business.

Configuration of SAML artifact authentication scheme and assertion generator.

· Migrating Policy Store Data after successful validations from development to testing, testing to live environments.
· Troubleshooting Web Agent and Siteminder Policy Server issues.

· Validated policies using SM Test Tool.
· Installed and configured CA Wily and One View Monitoring tools. 

· Given the responsibility of documentation preparation to approach migration and replication, involved in strategic planning.

· Involved in preparing test plan and back out plan.

· Involved in Load test to monitor load balancing and worked closely with application and testing team to resolve any high transaction timings. 

· Supported operating system and web server Patching’s.

· Built new infrastructures and documented procedures for future references. 
· Involved in integration LDAP with Siteminder to access user stores and policy.
· Installed and configured Oracle WebLogic and Worked on bridge between SiteMinder Policy Server and WebLogic and WebSphere.
Environment: Sun Solaris 10, RedHat Linux 6.3, SiteMinder R12.0SP3CR10, Sun One directory server 6.3, Apache web server 2.2/2.4, Sun One 6.1, Windows 2003, 2008, IIS6/7.0/7.

Cardinal Health, OH
                                                                                               June’11 to Aug’12
Siteminder Consultant:

Involved in installing, upgrading, migrating and replication of Sunone Directory Server5.2 to Oracle Directory Server11g. Involved in testing DS with Siteminder, also modification of scripts in various environment like Java, Perl, and Shell. Also assigned lead documentation preparation, which was used, has a reference for migration and replication process.

Role / Responsibilities:

· Given the responsibility of documentation preparation to approach migration and replication, involved in strategic planning.

· Involved in preparing test plan and back out plan.

· Involved in upgrade of Siteminder Policy Server from 6.0 sp5 to 12.0 sp2.

· Installation of Siteminder web agent, creation of trusted hosts, host configuration objects, agents, agent groups, and agent configuration objects, and implementation of trusted host registrations. 
· Created, Configured, Migrated Policies Realms, Rules, Responses etc. to protect the domains on all the environments.

· Migrating Policy Store Data after successful validations from development to testing, testing to live environments.
· Troubleshooting Web Agent and Siteminder Policy Server issues.

· Implemented password policies for all the applications using Siteminder.

· Involved in installing Oracle 11g Directory server on Linux, also taking the backup of existing DS on Solaris platform 

· Installing Apache 2.0 and deploying the DS11g console from apache.

· Bug Fixing and Verification, plug-ins recompiled and added to the new server.

· Involved in modification of various platforms connector scripts so that can be synchronized with existing and the new DS server.

· Integrating the 11g DS with siteminder. 

Environment: Sun Solaris 5.2, RedHat Linux 5, SiteMinder 6.0, Sun One directory server 5.2, Oracle Directory Server 11g, Apache web server 6.0.

JPMC, TX                                                                                                                         Sep’10 to May‘11
Siteminder Administrator:

Implemented and integrated Siteminder Policy server and SSO for authentication and authorization of users for external applications using directory servers and web servers. Assigned as a key member of middleware group responsible for engineering and supporting Siteminder infrastructure.

Role / Responsibilities:

· Involved in installing and administering Sun One Directory and Siteminder r6 on Sun Solaris 2.8 and Linux.

· Implemented SSO across multiple domains.

· Upgraded CA Netegrity Siteminder policy server from 6.0 SP5 to 6.0 SP6.

· Involved in creation of Policies, realms, responses for protecting the applications and configuring the applications to work in SSO environment.

· Creation of Trusted Hosts, Host Configuration Objects, Agents, Agent Groups, and Agent Configuration Objects, and implementation of trusted host registrations.
· Involved in performance tuning activities for SiteMinder and LDAP.

· Integrated new applications with SiteMinder, including IPlanet Web Server, IIS, and IPlanet Directory Server, across multiple environments including Windows, Solaris, NT, and Linux.

· Involved extensively in Capacity planning and load balance for Policy Sever and web agents.

· Performance tuning for Web server and Siteminder along with LDAP for better response time, low latency and high throughput.

· Executed recovery and Backup strategies for directory data.

· Configured Authentication and Authorization to support higher availability, Failover and Load Balancing.

· Involved in integration LDAP with Siteminder to access user stores and policy.

· Involved in installing and configuring Siteminder Policy servers and Policy stores to utilize Sun One Directory Server as user and policy repository on Sun Solaris 2.8.

· Installed and configured IIS, iPlanet Web server, Apache, IBM Http Web Server, and WebSphere.
· Extensively involved in trouble shooting issues that arise during Upgrading and installation Process.

· Involved in performance tuning for Siteminder and Ldap for better response time and high throughput.

· Provided assistance to development teams to resolve environment related issues. Involved in integrating applications from development to production.

Environment: Sun Solaris 2.8, RedHat Linux, SiteMinder 6.0, Web agents 5.x,6.x, Sun One directory server 5.2/ iPlanet Directory Server,  Apache web server and WebSphere, IIS 6.0,IBM Http web Server. 

Sony, San Diego, CA      
       
                            

                        Aug’09 to Aug’10
LDAP/SiteMinder Consultant            

Worked as an LDAP/Siteminder Consultant. Involved in configuration, tuning and enhancement of system security middleware. Worked on CA SiteMinder, which is a leading access management solution for web-based and enterprise applications for Single Sign-On implementation. SunOne LDAP is used as Policy store and also the User store for all the applications in this environment.
Roles / Responsibilities:
· Installed, Configured and administered Sun One LDAP Directory server and siteminder policy server on Sun Solaris and implemented single sign on across multiple domains using Cookie Provider.

· Installed and configured various web agents in accordance with the web servers involved. 

· Performance tuning for LDAP and siteminder for better response time and throughput.

· Implemented password policies for all the applications using Siteminder. 

· Creation of Trusted Hosts, Host Configuration Objects, Agents, Agent Groups, and Agent Configuration Objects, and implementation of trusted host registrations.
· Migration of configuration, policy settings from development to testing, testing to live environments, and configuration of Siteminder environment for cluster load balancing.
· Created policies, realms, rules and responses to protect the applications and configure them to work under the SSO environment. 

· Configured load balancing and failover mechanisms for various SiteMinder components in different environments.

· Supported and maintained website using SiteMinder and troubleshoot the problems.

· Upgraded SiteMinder Policy server from version 6.0 SP1 to 6.0 SP5 and Sun One LDAP Directory Server from version 5.2 to 6.3.
· Configured multi-master replication setup in the production environment across multiple data centers. 

· Implemented Policy Stores to utilize Sun ONE Directory Server (LDAP) as the user and policy repository on Linux.

· Configuring User Authentication Stores and Policy Authorization Stores on LDAP.
· Modifying schema by creating custom object classes and custom attributes whenever necessary

· Installed and configured Sun Java System web server/Oracle iPlanet, IBM HTTP web server and configured web agents on each of them. 

· Installed and configured Oracle WebLogic and Worked on bridge between SiteMinder Policy Server and Web Logic.

· Provided 24/7 on call support for solving Tickets on a rotating basis with other team members.

· Generating reports using Crystal Report for authorized and unauthorized users.

Environment: SiteMinder 5.5, 6.0 , Web agents 4.x,5.x,6.x, Sun One directory server 5.2/ iPlanet Directory Server, Sun Solaris 2.8,  Sun Java  System Web Server  6.0,7.0/Oracle iPlanet Web Server and IBM HTTP Web Server, IIS 5.0 and 6.0. 
HCL, India                                                                                                                        Feb’07 to July’09
Security and System Engineer                                                                                                                                               
Installed and configured various web servers, firewall servers, proxy servers in a network and maintained security from sniffing, spoofing by encrypting the credentials and applying traffic over the network.

Roles / Responsibilities:

· Installed and configured IIS, Apache, and iPlanet web servers in a network.

· Involved in implementing backend infrastructure including switches, routers, firewalls, proxy servers, WAN accelerators, and enterprise systems and storage solutions

· Implemented client server communication using Kerberos protocol.

· Encrypted data passing using md5, RSA, Des encryption algorithms.

· Implemented load balancing and failover mechanisms in configuring webservers.

· Managed and Maintained Windows 2003 Active Directory server including system updates.

· Managed and maintained server backups utilizing Backup Exec software, SQL backups & Windows backups.

· Monitored the state of the network and general network throughput, investigated any serious degradation in performance.

· Implemented congestion reduction algorithms and traffic flow in a network.

· Written and Executed shell scripts to auto start web servers at Boot time.

· Provided 2nd level support to internal customers and external customers.

Environment: Windows 2003 server, Linux 2.1, IIS 5.0, 6.0, Apache, iPlanet web server, iPlanet proxy server, oracle 9i, 10g , sql 2003.

