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Technical Approaches for Protecting Privacy in the PCORnet Distributed Research Network V1.0

The Data Privacy and security task force lays out the following 4 main points:
· (Threshold) Minimum count thresholds for Aggregate Data;
· (Perturb) Perturbation of PCORnet Data;
· (Obfuscate) Obfuscation of identifiers for record linkage; and
· (De-identify) De-identification of record-level research participant information.

These are said to augment the existing PCORI Policies:
This guidance is intended to augment the PCORnet policies to provide examples of methods to reduce the risk of re-identification with respect to the generation, collection, maintenance, or return of Network Data. Terms used in this guidance are defined in the PCORnet policies. 

Tackling these one at a time
Threshold:
· The use and reliance on i2b2 (used by all GPC sites) meets or exceeds the minimum count thresholds laid out by the Data Privacy Task Force
· When i2b2 is not used, the local Honest Brokers apply the threshold guidelines manually
Perturbation
· Again, the use and reliance on i2b2 meets or exceeds the minimum count thresholds laid out by the Data Privacy Task Force
· When i2b2 is not used, the local Honest Brokers apply the perturbation guidelines manually
Obfuscation
· Obfuscation of identifiers is achieved using Hash values for comparison between sites. 
· Salt values are set as a one-time use only between GPC partners
De-identification
· Date shifting is used
· Identifiers removed whenever possible
· All sites are allowed to use their internal policies.
· No Id’d materials are ever shared outside the GPC.
· As part of the data quality checking, we verified that site de-identification practices are consistent with the Greater Plains Collaborative De-Identification Plan established April 2014 ( #73 ).

An Annual Survey will collect the status for each GPC site regarding the four Data Privacy main points described above. In case of non-compliance, the GPC security group will analyze the cases, and a mitigation plan will be developed. The local site must implement the recommendations in a period defined by the recommendations. If the non-compliant GPC site fails to remediate the issue, the matter will escalate up to the GPC PIs to define an appropriate action.

The PCORI Policies (3/17/15) cover:

3.3.1 Compliance with Laws
 
Network Partners must comply with all applicable laws and regulations regarding human subjects research and the privacy and security of personal information, including but not limited to PHI, that apply to the Network Partners in connection with their participation in PCORnet, including but not limited to laws, regulations, and guidance regarding the creation, operation, and management of research repositories. Network Partners must adopt and comply with policies and procedures to ensure such compliance.
 
3.3.2 Security Risk Assessment and Policies
 
All Network Partners must comply with the HIPAA Security Rule, including but not limited to conducting a security risk assessment consistent with the risk analysis required by the HIPAA Security Rule (see  45 C.F.R. § 164.308(a)(1)(ii)(A)) and adopting appropriate policies and procedures to safeguard all Network Data and PCORnet Data that each Network Partner creates, stores, or receives.  At a minimum, these policies must address limitations on physical access to Network Data and PCORnet Data and protections against data hacking, theft, or destruction. The requirements of this Section 3.3.2 apply to all Network Partners as if they are “covered entities” under HIPAA, regardless of whether they are actually regulated by HIPAA.
  
3.3.3 Breaches
 
All Network Partners must adopt policies and procedures to investigate and manage any Breach, including but not limited to providing notification to affected individuals and mitigation of potential harm.  At a minimum, the policies and procedures must comply with the requirements of HIPAA and any applicable state laws.  The requirements of this Section 3.3.3 apply to all Network Partners as if they are “covered entities” under HIPAA, regardless of whether they are actually regulated by HIPAA.
 
In the event that a Network Partner determines that it has experienced a Breach, the Network Partner must notify the CC that the Breach has occurred within sixty (60) days of the discovery of the Breach, and the Network Partner must provide timely updates regarding the investigation, patient notifications, and mitigation steps thereafter.


 
[Note:  The policy regarding breaches defaults to HIPAA and applicable state laws, with the exception that even Network Partners that are not subject to HIPAA are obligated to adopt policies and procedures consistent with HIPAA’s requirements for breach notification.  This approach was intended to ensure that patients whose data is captured by PCORnet will be notified in the event of a breach while aligning compliance responsibilities with existing requirements. HIPAA requires a covered entity to notify affected individuals and the Office of Civil Rights within the U.S. Department of Health and Human Services (OCR) following a security breach involving unsecured protected health information.  The notice must be provided to individuals “without unreasonable delay” and in all cases no later than 60 days from the discovery of the breach.  HIPAA dictates the required content and mechanism of the notice.  In cases where the breach involves more than 500 individuals, the covered entity must also notify prominent media outlets.  In addition, breaches involving more than 500 individuals are listed on a website maintained by OCR (see https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf).  Some states also have laws requiring notification of patients following a breach.  In these states, Network Partners must meet their obligations under both HIPAA and the state laws.  The policy in Section 3.3.3 also requires notification to the CC, with timely updates following the notification.  The CC would be expected to provide notice and reports to PCORI consistent with the terms of the Phase II agreement between PCORI and the CC.]
 
3.3.4 Training
 
Each Network Partner must train its workforce members who are involved with PCORnet, including employees and independent contractors as applicable, on the Network Partner’s policies and procedures adopted in accordance with this Section 3.3. Network Partners must require that their subcontractors abide by the same policies and procedures with respect to Network Data and PCORnet Data.  
 
Network Data Affiliates may, but are not required to, adopt the same policies and procedures as the Network Partner.  However, Network Data Affiliates must comply with all of the requirements of this Section 3.3.
 
An Annual Survey will collect the status for each GPC site regarding policies 3.3.1, 3.3.2, 3.3.3, 3.3.4. In case of non-compliance, the GPC security group will analyze the cases, and a mitigation plan will be developed. The local site must implement the recommendations in a period defined by the recommendations. If the non-compliant GPC site fails to remediate the issue, the matter will escalate up to the GPC PIs to define an appropriate action.
