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Nodes 1, 3, 8, 9, 5, 6, 7, 10, 11, 12 are IPSec enabled. There are three multicast groups - Group 1 (Nodes, 5, 6, 7), Group 2 (Nodes 3, 8, 9), and Group 3 (Nodes 10, 11, 12).

Node 1 is the multicast data source to all the multicast groups.

Now, what I’m wondering is whether an inbound IPSec packet should be processed individually at each member of the multicast group irrespective of the existence of any direct physical path to them
OR
If an intermediate forwarding node is a member of the same multicast group, it will remove the IPSec Header from the packet resulting in the delivery of plain packet(s) at its children i.e. the other members of the group which can be reached through the source node going through the intermediate forwarding node only.

Illustration – 

Consider a multicast packet to be sent from Node 1 to a multicast group whose members are Nodes 3, 8, and 9. The packet is encrypted at Node 1 (transport mode). When the encrypted multicast packet reaches Node 3, should the same encrypted packet be forwarded to Nodes 8 and 9 and they decrypt the multicast packet on their own
 OR 
Node 3 does the decryption part and then, it forwards the plain packet to Nodes 8 and 9 i.e. the other group members.
 
