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The aim of this paper is to describe the main interfaces and classes used by Jonathan and Jeremie to transmit a security context with messages using Tomcat as client and JonAS as a server. The implementation is closely inspired by the relevant OMG specifications (see references), with some additions where they are incomplete on certain issues.

It is also closely inspired by the existing Propagation Context of Jonathan and JOnAS.

I'd like to thank Kathleen Milsted <kathleen.milsted@francetelecom.fr> and Carole Hebrard <Carole.Hebrard@bull.net> for their help.

This article is mainly (if not all!) based on their different publications. Kathleen gave me information about Jonathan and Jeremie and Carole gave me information about Tomcat.

*** Warning ***

This article is at the present time just a draft. The information it contains will likely evolves quickly.

It is based on a prototype but, as the integration with JOnAS is its main goal, it could change not so much in the design but in the implementation.
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Jonathan / Jeremie

ORB Service Contexts

A service context contains information specific to an ORB service (e.g., a transaction service) for an individual request or reply message. Request messages are initiated by clients, while reply messages are initiated by servers. A service context consists of an ID (an unsigned long) identifying the service, plus a sequence of bytes encoding the actual context data.

At the date of writing, the following service IDs have been attributed by the OMG [omg:interop, section 13.6.7] :

0
=
Transaction service

1
=
Codeset negotiation service

2, 3, 4
=
DCOM-CORBA interworking service

5
=
Bi-directional IIOP service

6
=
Object by value service

7
=
Asynchronous messaging

8
=
Firewall

9
=
Java throwable service

Note that each service requiring context information to be passed by the GIOP protocol [omg:giop] must be assigned a unique ID by the OMG. Service ID 0 has been assigned since GIOP 1.0, service ID 1 since GIOP 1.1 and the other Ids since the current version GIOP 1.2.

Service contexts are transmitted in the headers of GIOP request and reply messages.  The header of these messages thus contains a (possibly empty) list of service contexts.

At the time of this draft, it has not been decided yet if we will follow the service ID defined by theOMG for our Security service. As a consequence, our prototype currently use the service ID 201 for security service

In Jonathan, a service context is implemented by the following class:

final class org.omg.IOP.ServiceContext {

int context_id;

byte[] context_data;

}

The Security Context

The data part of a security service context can be referred to as a Security context.

There is an official IDL definition of this context but it is to complex for our purposes ant it has seemed not relevant to use it.

A Security context is currently defined as a class with mainly a inner implementation of 

java.security.principal. This class is class defined in the AVS (Access Verification Service) provided by Enhydra

class org.enhydra.security.avs.api.SecurityContext 

extends java.io.Serializable {


String principalName ;


public java.security.Principal getPrincipal () {


//return an implementation of the Principal interface

}

[...]

}

Note also that this class is not a org.omg.IOP.ServiceContext; the former must be encoded into the 

data attribute of the latter.

Interface between the ORB and a Security service

As it is the case for the CORBA Transaction service, the security service two elements of the interface

between the ORB and a Security service, one on the ORB side, the other on the Security service side:

· on the ORB side, an interface that the Security service (when present) invokes to identify itself to the ORB. We refer to the object implementing this interface as the ORB's Security Service handler (SSHandler). However, note that the OMG specifications does not use this terminology.

· on the Security service side, an interface that the ORB invokes to poll the Security service when a request or reply is sent or received. This interface is composed of two parts, a Sender and a Receiver.

In addition, Jonathan introduces a further element:

· on the ORB side, an interface that is invoked (internally) by the ORB to poll all identified services when a request or reply is sent or received. We refer to this interface as the ORB's Services Handler (note the "s" at the end of Services)

The ORB Security Service Handler

The SSHandler implements the following interface :

interface org.objectweb.david.apis.services.handler.Service {

org.omg.IOP.ServiceContext getRequestContext(int request_id, 

    boolean response_expected, 

    byte[] object_key);

org.omg.IOP.ServiceContext getReplyContext(int request_id)

void handleRequestContext(org.omg.IOP.ServiceContext context, 

  int request_id,

  boolean response_expected, 

  byte[] object_key);

void handleReplyContext(org.omg.IOP.ServiceContext context,

int request_id);

}

This interface (which is specific to Jonathan and which is not defined in the OMG specifications) is the means by which the ORB interacts (indirectly) with the Security service's sender and receiver. For example, when a request  message is being prepared for transmission client side, the ORB invokes the SSHandler's getRequestContext method, and the SSHandler in turn invokes the sender's sending_request method (see below). Likewise, when a request message is received server side, the ORB invokes the SSHandler's handleRequestContext method, which in turn invokes the receiver's received_request method.

This interface is implemented by the class org.objectweb.security.propagation.SSHandler.

The Security Service Sender

This is an object that the Security service provides. It has the following interface:

interface org.objectweb.security.propagation.SecuritySender {

public SecurityContext sending_request (int request_id) ;

public void received_reply (int request_id, SecurityContext ctx) ;

}

This interface is very closed of the interface defined in the OMG specifications which is :

interface org.omg.CosTSPortability.Sender {

org.omg.CosTransactions.PropagationContext 

sending_request (int reqId);

void received_reply (int reqId,

   org.omg.CosTransactions.PropagationContext ctx,

   org.omg.CORBA.Environment env);

}

However, that interface was designed for Transaction service but it meet our requirements for Security service. As the OMG specifications don't seem to define an equivalent for Security service, we decide to use our own interface.

The sender is called by the SSHandler on the client side whenever: 

· a request message is sent (sending_request) 

· a corresponding reply message is received (received_reply)

This interface is implemented by the class 

org.objectweb.security.tomcat.rmifilters.TomcatSender.

We will see below how this class was implemented to take advantage of Tomcat functionalities to retrieve security informations propagated by the Security context.

This interface is also implemented in JOnAS by the class 

org.objectweb.jonas.rmifilters.JonasSecuritySender. (see below)

The Security Service Receiver

This is an object that the Security service provides. It has the following 

interface:

interface org.objectweb.security.propagation.SecurityReceiver {

public SecurityContext sending_reply (int request_id) ;

public void received_request (int request_id, SecurityContext ctx) ;

}

As for the Sender interface, this interface is very close of the one of the OMG specifications which is :

interface org.omg.CosTSPortability.Receiver {

org.omg.CosTransactions.PropagationContext 

sending_reply (int reqId);

void received_request(int reqId, 

    org.omg.CosTransactions.PropagationContext ctx);

}

As for the Security service sender, it was designed for Transaction service so we use our own interface.

The receiver is called by the SSHandler on the server side whenever: 

· a request message is received (received_request)

· a corresponding reply message is sent (sending_reply)

This interface is implemented in JonAS by the class

org.objectweb.jonas.rmifilters.JonasSecurityReceiver (see below).

The ORB Services Handler

This is an object that the ORB provides. It is specific to Jonathan and is not defined in the OMG specifications. It is called internally in the ORB by the GIOP protocol to poll all identified services when a request or reply message is sent or received. The interface defining this object is a ``plural'' version of the interface

org.objectweb.david.apis.services.handler.Service above, which is used when only a Transaction service is polled.

interface org.objectweb.david.apis.services.handler.ServicesHandler {

org.omg.IOP.ServiceContext[]

getRequestContexts(int request_id, 

 boolean response_expected, 

 byte[] object_key);

org.omg.IOP.ServiceContext[] getReplyContexts(int request_id);

void handleRequestContexts(org.omg.IOP.ServiceContext[] context, 

   int request_id,

   boolean response_expected, 

   byte[] object_key);

void handleReplyContexts(org.omg.IOP.ServiceContext[] context,

   int request_id);

}

This interface is implemented in Jonathan by the class

 org.objectweb.david.libs.services.handler.DavidServicesHandler.

The role of the Jonathan kernel

Some of the above-mentioned interfaces and classes make use of the Jonathan kernel to dynamically find and initialize other objects that they need. What follows is a brief description and illustration of this process.

Basically, a Jonathan kernel has a bind method with the following signature:

public Object bind(Object spec) throws JonathanException

The input argument is expected to be a String. When bind is invoked, the kernel first attempts to find a Java property having the string as its name. If so, the kernel assumes that the value of the property is the name of a class, which it attempts to load and then initialize. This notion of initialization means invoking a static method init on the class.  There are no constraints on the implementation of init, it can do whatever it wants, including typically creating an instance (or instances) of the class being initialized.

For example, the ORB ServicesHandler, which is implemented by the class

org.objectweb.david.libs.services.handler.DavidServicesHandler, needs to discover which ORB services are present. It therefore invokes the bind method of the kernel to ``bind'' any classes defined by a property of the form david.DavidServicesHandler.n where n is intended to be an assigned OMG service id. Thus, in the case of Jonathan + JOnAS, the following property is needed :

david.DavidServicesHandler.0 = 

org.objectweb.jeremie.libs.services.CosTransactions.handler.JRMITSHandler

In our case, we have this property :

david.DavidServicesHandler.201 = 

org.objectweb.security.propagation.SSHandler

Likewise, the SSHandler discovers the Tomcat SecuritySender class

through the following property :

jonas.security.SSHandler.sender = 

org.objectweb.security.tomcat.rmifilters.TomcatSender

Concerning JonAS, , the SSHandler discovers the JOnAS implementations of the SecuritySender and SecurityReceiver interfaces through the following properties :

jonas.security.SSHandler.sender = 

org.objectweb.jonas.rmifilters.JonasSecuritySender

jonas.security.SSHandler.receiver = 

org.objectweb.jonas.rmifilters.JonasSecurityReceiver

For information, note that the Jonathan kernel discovers properties in the following order (descending priority):

· run-time properties specified when java is run with the -D option;

· properties specified when the kernel itself is initialized (using the static init method of the class org.objectweb.jonathan.apis.kernel.Kernel)

· custom properties of the current installation of Jonathan defined in a file named jonathan.prop; this file must be somewhere in the CLASSPATH if it is to be taken into account.

· default properties of the current build of Jonathan defined in a source file

org.objectweb.jonathan.apis.kernel.DefaultProperties.prop; this file is compiled when Jonathan is built.

It had to be noted that the SSHandler doesn't rely on the Jonathan Kernel to identify its sender and receiver. Indeed, to do that, the Kernel uses an interface to identify them :

interface org.omg.CORBA.TSIdentification {


void identify_sender (org.omg.CosTSPortability.Sender s)



throws NotAvailable, AlreadyIndentified ;


void identify_receiver (org.omg.CosTSPortability.Receiver r)



throws NotAvailable, AlreadyIndentified ;

}

But, since we use our own interface, we can’t count on the Kernel to identify our sender and receiver. So that is directly done in the SSHandler.

Tomcat

Tomcat is the combined JSP 1.1 and Servlets 2.2 reference implementation being developed under the Apache process. It is an open-source software.

The default Tomcat design
The ContextInterceptors

In the Tomcat configuration file, you specify ContextInterceptor. A ContextInterceptor is is an interface defined as follow :

public interface org.apache.tomcat.core.ContextInterceptor {

public void engineInit(ContextManager cm)

throws TomcatException;

[...]

public void contextInit(Context ctx)

throws TomcatException;

[...]

}

When the server starts, the engineInit and contextInit methods of each ContextInterceptor are called.

The RequestInterceptors

In the Tomcat configuration file server.xml, you specify RequestInterceptor. A RequestInterceptor is an interface defined as follow :

public interface org.apache.tomcat.core.RequestInterceptor {

public int contextMap(Request request);

public int requestMap(Request request);

public int authenticate(Request request, Response response);

public int authorize(Request request, Response response);

[...]

}

In term of security, the two interesting methods are :

· authenticate : extract the user ID from the request, and check the password
· authorize : check if the user is authorized, by verifying that he is in one of the roles defined in security constraints.
When a request arrives, the contextMap method of each RequestInterceptor is called. So the context path associated with the request is retrieved. Then the requestMap methods are called. The contexts are loaded. After that, the authenticate method is called and then the authorize method.

Tomcat defines a common implementation of both ContextInterceptor and RequestInterceptor with empty methods in the class org.apache.tomcat.core.BaseInterceptor.
Configuration files

the configuration files are :

· the server.xml file, which describes (among other things) :

·  the requestInterceptor classes which will be called by Tomcat

· the path to the deployment descriptors of each web application.

· the web.xml files (the deployment descriptors of web applications) which describe :

· the authentication method (BASIC or FORM),

· the available servlets,

· for each servlet, the list of the roles which can access it.

· the tomcat-users.xml file, which describes :

· the users,

· the password of the users,

· The roles of each user.

The default Tomcat security filter

The Tomcat default configuration has, by default :

· a ContextInterceptor, (the org.apache.tomcat.context.WebXmlReader class)

· a RequestInterceptor (the org.apache.tomcat.request.SecurityCheck class)

which both extend the BaseInterceptor class.

At the start of the server :

1. the server.xml file is read,

2. the contextInit method of the WebXmlReader class is called. This method is in charge of reading the deployment descriptor files (i.e web.xml files of each web application) defined in the server.xml file and initializing the context.

3. the contextInit method of the SecurityCheck class is called. This method calls the ReadMemoryRealm method of the MemoryRealm class, which reads the tomcat-users.xml file and updates the context with it.

When a request arrives:

1. the authenticate method of SecurityCheck is called.

2. then the authorize method of SecurityCheck is called.

The authenticate method searches the remote user variable in the context. If the remote user is defined then the authenticate method ends successfully. If no remote user is defined, the authenticate method gets the authentication method defined in the deployment descriptor. Then it looks at the login and password defined in the request. If a login and a password are defined, the authenticate method checks the password in the tomcat-users file. If the checking successes, the remote user variable, defined in the context, is initialized with this user.

The authorize method tries to map the roles of the remote user with one of the needed roles for the application servlet. If no remote user is defined, the Authservlet servlet is called. This Authservlet servlet is responsible for asking the authentication information to the client user.

If a remote user is defined and is not authorized to access the application servlet, an error page is returned. Else the request is forwarded to the application servlet.

(see Appendix A for the sequence diagrams of authentification and authorization in Tomcat)

Creating a Security Context from Tomcat

It appears form the previous paragraph, that the SecurityCheck class seems the perfect place to create the Security Context which will be propagated. Indeed, if the result of the authorize method is "correct" (i.e. the user is authorized to go further), we have all the expected information about security available.

Now we need to know how create this Security Context. This object has also to be available from the SSHandler which would to retrieve it appropriately before propagating it.

The Current object

In order to do that, we were inspired by the CORBA specifications. It states that there is an object called Current, which is always available and which has one (and one only) instance of it available. Typically, it follows the Singleton pattern.

This Current object could then take in charge Security Context:

· When a request arrives

1. Tomcat authentificates and authorizse the client following its default configuration

2. We create the Security Context in the RequestInterceptor of Tomcat

3. We "store" it in the SecurityCurrent object.

· Later, when the servlet makes a RMI call :

1. The SSHandler asks the TomcatSender to pass him the ServiceContext representing the Security Context

2. The TomcatSender retrieves the Security Context by asking to the SecurityCurrent object and gives it to the SSHandler.

We have implemented this Current object using a java.lang.InheritableThreadLocal field to keep the SecurityContext so that each thread using a Security context is sure to have its own (not shared with others threads).

This Current object is implemented as follows :

class org.enhydra.security.avs.api.SecurityCurrent {

static InheritableThreadLocal threadCtx = new InheritableThreadLocal();

static SecurityCurrent current = new SecurityCurrent () ;

private SecurityCurrent() {

threadCtx.set(new SecurityContext()) ;

}

public static SecurityCurrent getCurrent() {

return current ;

}

public void setSecurityContext (SecurityContext ctx) {

threadCtx.set(ctx) ;

}

public SecurityContext getSecurityContext () {

return (SecurityContext) threadCtx.get() ;

}

[...]

}

(see Appendix B for the sequence diagrams of interaction between Tomcat and Jonathan/Jeremie)

Different versions of Tomcat

Tomcat is rapidly evolving. The current stable version is Tomcat 3.1, whereas the development version is Tomcat 3.2b2.

There are a lot of changes between these two versions. Regarding the security, one of these changes is the difference between RequestInterceptor.

· In 3.1, the RequestInterceptor in charges of the security is

 org.apache.tomcat.request.SecurityCheck
· In 3.2b2, it has been separed between different RequestInterceptors but the one which interests us is

 org.apache.tomcat.request.SimpleRealm

As we could reasonably not change the Tomcat default RequestInterceptors (whatever version of Tomcat we use), we have added a new RequestInterceptor whith extends SecurityCheck or SimpleRealm (regarding the version of Tomcat we use) :

· org.objectweb.security.tomcat.interceptor.SecurityCtxInterceptor31 for Tomcat 3.1

· org.objectweb.security.tomcat.interceptor..SecurityCtxInterceptor32 … for Tomcat 3.2b2. how original! ;-)

and added it in the list of RequestInterceptors that Tomcat will call : 

We did that by adding the following empty tag in the Tomcat 3.x configuration file server.xml :

<RequestInterceptor

className="security.propagation.interceptor.SecurityCtxInterceptor3x"

/>

This tag has to be placed just after the tag corresponding to SecurityCheck or SimpleRealm since Tomcat calls its RequestInterceptor sequentially following their order in the server.xml file.

This design is pretty bad conceived since it means that the authorize method is called twice :

· in the default Tomcat RequestInterceptor (SecurityCheck or SimpleRealm)

· in our own RequestInterceptor where the authorize method is overridden to take into account the creation of the SecurityContext.

For the moment, we don't have find another idea to do that since Tomcat calls sequentially the RequestInterceptors and we can't change the Tomcat default behavior for that. However, any idea on this is welcomed ;-)

Interaction between Tomcat and Jonathan/Jeremie

Tomcat must be aware of some properties of Jonathan/Jeremie. For example, it had to know which are the Service Handlers supported and the Sender and Receiver for these services. This is done by the jonathan.prop file.

However, due to the use of Tomcat, the location of this file doesn’t follow the rules listed above.

It must be located at the root of Tomcat (i.e. under the $TOMCAT_HOME directory), so that Tomcat could automatically use it.

A example of this file is :

david.DavidServicesHandler.201 = 

org.objectweb.security.propagation.SSHandler

jonas.security.SSHandler.sender = 

org.objectweb.security.tomcat.rmifilters.TomcatSender

it specifies to Tomcat that Jonathan can take into account Security service using the SSHandler object and that the Sender of this Handler is TomcatSender.

Interaction between JOnAS and Jonathan/Jeremie

As for Tomcat, JOnAS must have a class implementing the

org.objectweb.security.propagation.SecuritySender interface to be able to propagate a Security Context.

This is done by the class org.objectweb.jonas.rmifilters.JonasSecuritySender.

But JOnAS must also be able to receive propagated Security context. Therefore, JOnAS has to implement the org.objectweb.security.propagation.SecurityReceiver interface.

This is done by the class org.objectweb.jonas.rmifilters.JonasSecurityReceiver
These two classes are very similar, one (JonasSecuritySender) is used to send request and handle reply, the other (JonasSecurityReceiver) to handle request and send reply.

The only real difference is that in JonasSecurityReceiver, before sending the request, it sets the Principal of the Security Context in JOnAS to its default value (i.e. its name is "guest").

Otherwise, the behavior of JOnAS is very similar to those of Tomcat when interacting with Jonathan/Jeremie. We must have a property file called jonathan.prop:

david.DavidServicesHandler.201 = 

org.objectweb.security.propagation.SSHandler

jonas.security.SSHandler.sender = 

org.objectweb.jonas.rmifilters.JonasSecuritySender

jonas.security.SSHandler.receiver = 

org.objectweb.jonas.rmifilters.JonasSecurityReceiver

This file must be located in the somewhere in the CLASSPATH variable

(see Appendix B for the sequence diagrams of interaction between Tomcat and Jonathan/Jeremie)
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Figure 1  Request from a not-authenticated user
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Figure 2  Wrong authentication
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Figure 3  Request from an authenticated but unauthorized user
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Figure 4  Request from an authenticated and authorized user
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Figure 5 Propagation of Security context from the client  side

The application client can be a servlet in Tomcat or an EJB in JOnAS which has been previously called by a servlet in Tomcat.
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Figure 6 Propagation of Security context from the server side
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