MATHEMATICAL MODEL
To ensure the smooth operation of the power system sensors like Phasor Measurement Units (PMUs) are used to measure the system state at various locations and time. PMUs measure the current phase and amplitude. Through wired or wireless communications measurements from PMUs are transferred to central controller. In the result of fault or an attack in the power system there will be a change in either voltage, current or phase.
The DC power flow model is used to model the power system.
	                                  (1)
Where  is the transmitted active power from bus i to j,  is the voltage magnitude and  is the phase angle in bus i, is the voltage magnitude and  is the phase angle in bus j, Xij is the reactance of transmission line between bus i and bus j. Assuming the amplitude of voltage in the buses to be close to unity and the phase difference between voltage in two buses to be small (due to DC power flow model), equation (1) can further be simplified as.
	                                     (2)
Now, using m real-time measurements n phase angles  are estimated. In power flow studies the voltage phase angle () of the reference bus is fixed and known, so only n − 1 phase angles need to be estimated. The state vector,  is defined as  = . Similarly, the observation vector can be described as.
z = P() + e                                     (3)
Where z =  is the vector of measured active power in transmission lines, P() is the non-linear relation between measurement vector z and state vector  and e =  is the Gaussian measurement error vector.
Defining the Jacobian matrix H ∈ Rm as equation (4)
         	                              (4)

The linear approximation model of Equation (3)  is obtained by assuming that the phase differences () in Equation (2) is small.
z = H +e					    	(5)
To describe the states in time series.
					(6)
To obtain the estimates for the states Kalman filter is used. We use  to represent , so the state equation can be written as.
					(7)
Where  and A is the unity matrix. The Observation equation for Kalman filter from equation (5) can be written as:
					(8)
Here  is the measurement vector z,  and  is the measurement noise which is independent of the initial conditions and process noise. Both  and are assumed to be white Gaussian noise with zero mean and standard deviation 
Kalman Filter can then be applied to compute state estimations . Let the mean and covariance of the estimates be defined as follows:



					(9)
Here,  is the estimate at time t using measurements up to time t,  is the estimate at time t using measurements up to time t−1. Similarly,  is the covariance of the estimates at time t using data up to time t and   is the covariance of the estimates at time t using data up to time t − 1. Now, the iterations of KF can be written as:
Time Update:

			 (10)
The Equation (10) projects the state and covariance estimates at t+1 time step from t time step. Here, A is obtained from the state space model in Equation (5) and Q is the process noise covariance matrix.
Measurement Update:


 			(11)
Equation (11) represents the measurement updates of the Kalman Filter.  is the Kalman gain and R is the measurement noise covariance matrix. The last two formulae in Equation (11) are used to generate a more accurate estimate by incorporating the measurements . The initial condition is . We assume that the Kalman gain converges in a few steps and is in a steady state. Finally, a training period is assumed such that the filter knows the Kalman gain before the estimation, then,


Equation (10) can be further updated as:
			 (13)
The estimation error  is defined as:
					(14)
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