Log4j Questionnaire 

	Name:
	
	Title:
	

	Email:
	
	Phone:
	

	Information about the person completing this questionnaire.



	Question
	Response
(Y, N, N/A)
	Comments

	(1) Does your company utilize Apache Log4j in any of your environments including enterprise and customer? If not, please advance to question (8). If yes, please respond to the rest of the questions.
	
	 

	(2) Have your company experienced a security incident as a result of the Log4j vulnerability? If yes, please provide details.
	
	

	(3) Was there an impact to Zoom data or services as a result of the Log4j vulnerability? If yes, please respond to (a)-(b)
	
	

	(a)   Provide details on the impact including what data was accessed and/or exfiltrated, which environment was affected, etc.
	
	

	(b)   Has a forensic review been completed and if not, what is the expected date of completion? If yes, please summarize the results.
	
	

	(4) Have you followed Apache’s guidelines for assessing and remediating this vulnerability? If not, please provide the reason.
	

	

	(5) Are there vulnerable versions of Log4j still being utilized within your environments? If yes, please respond to (a)
	
	

	(a) If you are still vulnerable, what is your plan for remediation? Please include the expected date of remediation.
	
	

	(6) Which version of Log4j have you upgraded to or are you upgrading to?
	
	

	(7) If applicable, what does Zoom need to do to upgrade our instance of your product?
	
	

	(8) Have any of your third party vendors experienced a security incident from the Log4j vulnerability? If yes and there could be an impact to Zoom, please provide details. 
	
	 




