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EXECUTIVE SUMMARY

Strategic and results-driven Cloud Architect (AWS/Azure/GCP) and Cyber Security Architect with over two decades of experience leading secure cloud transformations and embedding AI-driven intelligence into DevSecOps pipelines. Recognized as a DevSecOps leader, specializing in integrating AI to enhance vulnerability prioritization, automate code analysis, and enable risk-based decision-making across the software delivery lifecycle. Architect-level expertise in designing secure, scalable cloud solutions across GCP, AWS, and Azure, with deep focus on Infrastructure as Code (Terraform), CI/CD security, and observability using Datadog, Prometheus, and Splunk. Proven ability to align security engineering with business objectives, leveraging AI to reduce risk, accelerate delivery, and improve developer productivity. Experienced in IAM, Zero Trust architecture, and compliance frameworks (NIST, FedRAMP, HIPAA), with a strong background in incident response and governance. Former acting CISO, providing strategic oversight on security posture and risk management. Certified AWS, Azure, and GCP Solutions Architect Professional and Splunk Enterprise Professional, driving innovation at the intersection of AI, security, and DevSecOps.
CORE COMPETENCIES


· 
· Cloud Architecture
· DevSecOps
· GCP, AWS, & Azure
· IAM
· System Security
· Gitlab & Jenkins
· Google CSCC & Cloud Armor
· PCI, FedRAMP, NIST, HIPPA, FISMA
· API and Services Development
· Infrastructure as Code (IaC)
· Agile Methodologies
· Docker & Kubernetes
· Terraform
· Automation
· Linux
· Datadog, Prometheus
· SIEM & Threat Intelligence
· PowerShell, BASH, Python
· Git
· Splunk
· APM


KEY HIGHLIGHTS

· Cloud Architecture: Proficient in designing and implementing cloud-native solutions on GCP and AWS platforms, driving operational efficiency and scalability.
· DevSecOps Leadership: Demonstrated leadership in DevSecOps practices, leading cross-functional teams to enhance security postures and streamline development workflows.
· CI/CD Security: Integrated automated security scanning, compliance checks, and policy enforcement within GitLab and Jenkins CI/CD pipelines.
· Cloud Monitoring & Threat Detection: Implemented real-time security monitoring, log correlation, and anomaly detection using Google Cloud Security Command Center, Splunk, Datadog, and Prometheus.
· GCP Security & Compliance: Designed and implemented security frameworks and policies for Google Cloud, ensuring adherence to compliance standards.
· Vulnerability Management: Conducted continuous security assessments, vulnerability scans, and penetration testing on GCP workloads, Kubernetes clusters, and cloud applications.
· CI/CD & Automation: Engineered automated log ingestion pipelines and Splunk alerting frameworks, leveraging Terraform, Ansible, and Python for infrastructure as code (IaC).
· Incident Response & Security Automation: Developed automated response workflows and playbooks for incident detection, response, and forensic investigations in GCP Security Command Center.
· SIEM & Threat Detection: Integrated Splunk SIEM with AWS Security Hub, Azure Sentinel, and third-party security tools, improving real-time attack detection and forensic investigations.
· Access Control & IAM: Enforced least privilege access policies, RBAC, and conditional IAM policies to protect Google Cloud resources from unauthorized access.
· Mentorship & Training: Trained and mentored cross-functional DevOps and security teams on Splunk best practices, OpenTelemetry instrumentation, and cloud-native monitoring solutions.


PROFESSIONAL EXPERIENCE

CAPGEMINI Client Engagement, Remote
Director of DevSecOps Consultant | November 2025 – Present
· Directed enterprise DevSecOps strategy for Azure Government Cloud client environments, building a greenfield secure delivery program across source control, CI/CD governance, application security scanning, Infrastructure as Code, IAM, monitoring, and release controls aligned to FedRAMP, FISMA, and NIST requirements.
· Led cross-functional collaboration between cloud engineering, cybersecurity, application development, architecture, and compliance teams to transition applications from non-repository-based delivery into governed source control, secure SDLC workflows, and standardized DevSecOps operating practices.
· Defined the Azure DevOps Server implementation roadmap and CI/CD modernization strategy, including repository onboarding, pipeline governance, branching standards, security gates, release approvals, licensing readiness, and future-state integration with Azure Government Cloud workloads.
· Established an application security scanning strategy using Veracode, SAST, DAST, SCA, SBOM, secrets detection, and vulnerability remediation workflows, creating a repeatable framework to onboard infrastructure code, application code, scripts, and release artifacts into formal security review.
· Developed secure cloud governance patterns across Azure Gov infrastructure, identity management, automation scripting, monitoring, documentation, and disaster recovery planning, improving audit readiness, reducing manual configuration risk, and strengthening operational reliability across mission-critical environments.

Virginia Department of Health (VDH), Remote
Cloud Architect | April 2023 – Present
· Integrated AI-driven analysis into GitLab CI/CD pipelines to intelligently prioritize SAST/DAST vulnerabilities, reducing alert noise and accelerating remediation across multiple VDH applications.
· Integrated AI-driven analysis into GitLab CI/CD pipelines to intelligently prioritize SAST/DAST vulnerabilities, reduce alert noise, and accelerate remediation across multiple VDH applications.
· Embedded DevSecOps security controls into GitLab pipelines, implementing automated code scanning, security testing, policy enforcement, and secure release practices across development workflows.
· Developed and maintained secure Terraform and Google Deployment Manager templates, automating cloud infrastructure provisioning while enforcing security, compliance, and repeatable deployment standards.
· Conducted vulnerability management, penetration testing coordination, and risk remediation across GCP workloads, Kubernetes clusters, cloud applications, and containerized environments.
· Integrated Splunk, Datadog, Prometheus, and Google Cloud Security Command Center to improve real-time threat detection, log correlation, security analytics, and cloud observability.
· Optimized IAM policies, RBAC, least privilege access, and Zero Trust security controls to strengthen identity governance and reduce unauthorized access risk across cloud environments.
· Implemented container and Kubernetes security best practices for GKE, Docker, and cloud-native workloads, supporting workload protection through Cloud Armor, security policies, and monitoring controls.
· Collaborated with DevOps, security, and application teams to define cloud security standards, create dashboards and alerts, automate incident response workflows, and train developers on secure coding and IAM best practices.

Microsoft, Remote
Cloud Architect | April 2023 – July 2023
· Collaborated with DevSecOps, Security, and Engineering teams to enhance incident response, forensic investigations, and proactive threat detection leveraging SIEM capabilities.
· Implemented Zero Trust Architecture by integrating Azure Active Directory, Conditional Access policies, and role-based access control (RBAC), enhancing cloud security posture and reducing unauthorized access incidents by 40%.
· Developed and fine-tuned advanced Splunk dashboards, alerts, and correlation searches, improving real-time monitoring, anomaly detection, and incident response effectiveness.
· Developed and maintained cloud security frameworks using best practices for data protection and identity management, achieving a 98% compliance rate in annual security audits.
· Utilized PowerBI to troubleshoot and resolve complex issues, enhancing decision-making and operational efficiency.
· Designed and implemented infrastructure-as-code (IaC) solutions using Azure Resource Manager (ARM) templates and Azure Bicep, reducing deployment time by 40% and ensuring consistent, scalable infrastructure across multiple environments.

Mississippi Department of Education - Remote
Senior Architecture | Jan 2021 – April 2023
· Led cross-functional teams in the design and implementation of end-to-end DevSecOps solutions for enterprise clients, spanning Azure, AWS, GCP, and various automation tools.
· Developed and communicated a comprehensive DevSecOps roadmap, driving strategic alignment and ensuring business objectives were met.
· Established robust configuration management and change control processes, enhancing operational stability and compliance.
· Conducted in-depth security analyses of web applications, providing actionable insights to mitigate vulnerabilities and strengthen defenses.
· Implemented Datadog monitoring and observability solutions, integrating with APM, log management, and security monitoring tools to provide real-time insights into application performance and cloud infrastructure health.
· Configured and optimized Splunk indexers, search heads, and forwarders, ensuring high availability, efficient data ingestion, and rapid search performance across distributed environments.
· Automated Splunk administration tasks using Python and PowerShell scripts, streamlining log parsing, alerting configurations, and dashboard updates to improve operational efficiency.
· Architected scalable and resilient cloud infrastructure, optimizing resource utilization and ensuring high availability for mission-critical applications.
· Spearheaded the implementation of microservices architecture, accelerating development cycles and improving deployment efficiency.
· Contributed to the development of cloud security policies and best practices, ensuring compliance with industry standards and regulations.
· Designed and implemented advanced monitoring and alerting systems, providing real-time insights into system health and performance.

Pension Benefit Guaranty Corporation - Remote
Senior DevSecOps Azure Architecture | Oct 2019 – Dec 2020
· Provided expert consultation on cloud architecture and cybersecurity strategies within Azure and AWS environments, including identity management, access controls, logging, and data loss prevention measures.
· Played a pivotal role in the success of a greenfield application modernization project by supporting Agile Scrum teams with environment setup and implementing automation tools such as Azure DevOps, SVN, GIT, Jenkins, and SonarQube.
· Integrated Wiz cloud security platform with CyberArk Privileged Access Management (PAM) to enhance visibility into misconfigurations, exposed secrets, and privilege escalation risks across Azure workloads, supporting continuous compliance and automated remediation efforts.
· Established and maintained DevOps processes for migrating legacy Microsoft-based applications to modern architecture, ensuring seamless integration and deployment workflows.
· Demonstrated leadership in infrastructure implementation to support modern .NET (C#) application and Oracle database architectures.
· Designed, developed, and maintained Splunk dashboards, reports, and alerting mechanisms, enhancing real-time security event detection, threat analysis, and incident response capabilities across enterprise environments.
· Leveraged Rapid 7 for comprehensive vulnerability management and threat detection across cloud environments, implementing automation to enhance security posture.
· Orchestrated Azure-based DevOps pipelines, incorporating Terraform and Ansible for Infrastructure as Code (IaC) automation and continuous application delivery.
· Collaborated with cross-functional teams to establish and maintain configuration baselines for software, hardware, and documentation across development, test, and production environments.
· Utilized Kubernetes and Docker to create scalable and efficient CI/CD runtime environments, ensuring seamless build, test, and deployment processes.

Federal Communication Center - Washington, DC
Senior DevSecOps Engineer | Sep 2018 – Mar 2019
· Evaluated, planned, and implemented CI/CD infrastructure using Bitbucket, Bamboo, and Artifactory in AWS cloud and Red Hat Linux environments, enhancing automation and deployment efficiency.
· Led the migration of over 200 applications from Github to Atlassian’s Bitbucket, ensuring smooth transition and version control management.
· Collaborated with development, performance, and test teams to establish fully automated CI/CD pipelines using Bitbucket, Bamboo, and Ansible, improving deployment speed and reliability.
· Developed Ansible playbooks and automation scripts to provision infrastructure and deploy application code changes autonomously, streamlining operations.
· Supported continuous integration tools such as Jenkins and automated testing frameworks like Espresso and React, ensuring robust testing processes.
· Automated deployment processes using bash scripting for Solr deployment, Logstash configuration, and indexing operations, enhancing system reliability and performance monitoring.
· Introduced and trained team members on tools such as Charlotte for Selenium, SonarQube, and Liquibase, improving testing capabilities and overall project quality.

Commodity Futures Trading Commission - Washington DC
Cloud Administrator | Oct 2016 – Nov 2017
· Managed the hosting infrastructure of CFTC.gov on AWS GovCloud, utilizing EC2, VPC, Security Groups, Elastic Load Balancing, AIM, CLI, and CloudWatch, ensuring FedRamp compliance and high availability.
· Implemented fully automated CI/CD pipelines using Jenkins, Ansible, and Terraform, enhancing deployment efficiency and reliability.
· Developed Python scripts for server provisioning, configuration, and maintenance in Linux environments, optimizing cloud operations.
· Orchestrated containerized deployments using Kubernetes, facilitating scalability and efficient resource utilization.
· Led the end-to-end deployment of SCCM on AWS infrastructure, including client push mechanisms and WSUS synchronization for patch management.
· Automated Windows-based desktop and server deployment and patching using SCCM, Chocolatey, and Puppet, reducing patch time by 35%.
· Conducted security risk analysis and threat detection using TrendMicro, producing weekly security reports and implementing remediation measures.
· Maintained comprehensive documentation and SOPs, ensuring operational consistency and compliance with internal standards.
· Conducted system health checks, AWS snapshot management, and event monitoring using Nagios, ensuring optimal performance and uptime.
· Implemented Splunk for log monitoring and analysis, improving visibility and operational efficiency through proactive monitoring and trend analysis.
· Provided leadership in DevOps planning and performance improvement, overseeing sub-task management, organization, and operational enhancements.
· Conducted performance analysis and implemented best practices for cloud/virtualization environments, servers, storage, backup, network, and DR systems.

United States Department of Agriculture - Beltsville, MD
Senior System Engineer | Aug 2016 – Oct 2016
· Automated server builds and deployment processes for internal web applications across development, test, and production environments, enhancing operational efficiency.
· Led a project to package and convert over 300 applications for compatibility with Windows 10 using PowerShell scripts, ensuring seamless migration and compatibility.
· Developed, maintained, and supported MSI application packages using Flexera Install Shield Admin Studio, ensuring reliable software distribution and compliance.

Foreign Agriculture Service [USDA] - Washington DC
Senior System Engineer | Dec 2012 – May 2016
· Managed a robust infrastructure of over 50 virtualized Windows servers, ensuring high availability and data integrity while deploying monthly patches to mitigate vulnerabilities.
· Orchestrated Active Directory administration, including agency-specific GPO management, user account provisioning, and organizational unit configuration to support agency-wide applications.
· Implemented SCCM for comprehensive server and application inventory management, resulting in over 20% reduction in IT operational costs.
· Deployed and configured System Center Operations Manager (SCOM) to monitor application performance and server health, reducing critical system outages by 35% through proactive alerting and detailed reporting.
· Oversaw a suite of mission-critical applications, both in-house and third-party, ensuring seamless integration and adherence to agency security standards.
· Led build and deployment processes, including continuous integration and template customization using TFS, optimizing development workflows and project delivery.
· Provided expert support and training for various COTS products, fostering user proficiency and maximizing system utilization.
· Collaborated with the Drupal team to automate the implementation of Drupal servers for the FAS website redesign, utilizing Drush and GIT for version control.
· Implemented and configured Jenkins for continuous integration with the Drupal site, streamlining development processes and ensuring code quality.

Office of Head Start [HHS] - Washington, DC
Front End Web Developer / Web Editor | Jan 2012 – Jul 2012

Light Years IP - Washington DC
Web Specialist / IT Liaison | Feb 2010 – Mar 2012

American Hospital Association - Washington DC
Website Content Manager | Aug 2008 – Feb 2010

Omega PC Technologies - Glen Burnie MD
Web Developer and Junior Systems Admin | Jan 2001 – Aug 2008

EDUCATION

Bowie State University
Bachelor of Science in Information Technology

CERTIFICATIONS & TRAININGS

· AWS Certified AI Practitioner
· Azure Solutions Architect Expert (Certified)
· AWS Certified DevOps Engineer – Professional (Certified)
· Azure Security Engineer Associate (Certified)
· Google Cloud Certified - Professional Cloud Architect (Certified)
· Certified Kubernetes Administrator (Certified)
· Certified Scrum Master (Certified)
· Splunk Enterprise Admin (Certified)

TECHNICAL FORTE

· Cloud Management: AWS, Azure, Google Cloud Platform
· Configuration Management: Ansible, Terraform, CloudFormation, Bicep
· Continuous Integration/Deployment (DevOps - CI/CD): CodePipeline, Jenkins, TFS, SVN, GIT, GitLab, Bamboo
· Operating Systems: Windows, Linux
· Scripting: Bash, PowerShell, Ruby, Python
· Infrastructure & Virtualization: SCCM, VMware, vSphere, ESXi
· Package Management: Chocolatey, InstallShield
· Version Control: Git/SVN
· Web Technologies: Nginx, Apache SOLR
· Languages: Java, JavaScript, SQL
· Containerization: Docker, Kubernetes
· Security & Compliance: TrendMicro, Nagios, Splunk, Veracode, Rapid7 Insight IDR SIEM, Invicti
· Project Management: JIRA, Confluence
· Testing & Quality Assurance: Selenium, SonarQube
· Regulatory Compliance: FedRAMP, FISMA, NIST
